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Executive Summary

Extension of the right to confidentiality of personal medical information recog-
nizes there are few matters that are quite so personal as the status of one’s health,
and few matters the dissemination of which one would prefer to maintain greater
control over. Clearly, an individual’s choice to inform others that she has con-
tracted what is at this point invariably and sadly a fatal, incurable disease is one
that she should normally be allowed to make for herself. An individual revealing
that she is HIV seropositive potentially exposes herself not to understanding or
compassion, but to discrimination and intolerance, further necessitating the
extension of the right to confidentiality over such information.:

HIV, the disclosure of that kind of diagnosis, could result in someone losing their
home, their job, their insurance, their health insurance, their life insurance. A
whole number of losses can result from disclosure. Confidentiality is key to the
relationship that we have with people that we are caring for.2

Why a report on privacy and the
confidentiality of health information?

Over twenty years into the HIVV/AIDS epidemic, a climate of fear and stigma continues to
surround HIV/AIDS. Much of the discrimination suffered by people living with HIV/AIDS
is a result of the unauthorized disclosure of their HIV status. As a result of the disclosure of
their HIV status, people living with HIV/AIDS have been deprived of housing and insurance,
lost their jobs, and their family and social relationships have been compromised. Except in
narrow circumstances that must be legally and ethically justified, people living with
HIV/AIDS should decide how, when, to whom, and to what extent to share their personal
health information.

People living with HIV/AIDS consult with teams of health-care professionals when
accessing care, treatment, and support. The rapid growth of technology in the last decade
has increased the ability of health-care professionals, hospitals, government, insurance
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companies, and employers to both collect and transmit personal information. As greater
quantities of information are collected and transmitted to a greater number of people, the
ability of people living with HIVV/AIDS to control the disclosure of their health information
has been eroded.

Important ethical and policy reasons exist for ensuring that the medical information of
persons with HIV/AIDS remains private and confidential and is not disclosed without
consent. As a matter of public policy, the right to privacy and duty of confidentiality are
fundamental human rights. The protection and promotion of human rights are necessary to
both ensuring the inherent dignity of people affected by HIV/AIDS and to the public health
goals of minimizing HIV transmission and lessening the impact of HIV/AIDS on individu-
als and communities. People will be less willing to get tested for HIV in the absence of
strong privacy protections for health information. For those people who are HIV-positive, the
provision of effective health care, including counselling, is dependent upon the full exchange
of information with health professionals. Research aimed at reducing transmission of HIV
and providing better care, treatment, and support for people living with HIVV/AIDS depends
upon the participation of those infected with HIV. Without strong privacy protections, this
research risks being conducted in an unethical manner, or not at all if people are unwilling
to participate because they fear that their health information will be used or disclosed with-
out their consent. Therefore, it is in the interests of both the public and private sectors that
the privacy of health information of people living with HIVV/AIDS be safeguarded to the
greatest extent possible.

Recently, both the federal and provincial governments have passed laws, or are in the
process of doing so, to address the privacy of personal information. Some of these laws apply
only to health information. Others apply to various types of personal information, including
health information. In this report, the phrase “health information privacy legislation” refers
to both types of laws. These laws regulate the collection, use, and disclosure of personal
information. A stated purpose of a number of these laws is to protect the privacy of individ-
uals and the confidentiality of their health information. However, privacy is often not the
primary purpose, but rather one among many public policy goals that these laws seek to
achieve.

This report examines in detail particular provisions in provincial health and personal
information privacy legislation that give people who hold health information the legal
authority to disclose that information without a person’s consent in a range of circumstances
(eg: investigations and court proceedings; to prevent harm to third parties, to family and
friends; and for health research). The inclusion of these “discretionary disclosure clauses” in
health information privacy legislation often means that the legislation fails to provide the
level of privacy protection accorded to health information under the Canadian Charter of
Rights and Freedoms? and at common law. In many cases the legislation also fails to adhere
to widely accepted privacy standards. Finally, the remedies in these statutes for the
unauthorized disclosure of health information are weak, and statutory powers given to
administrative agencies to investigate complaints and enforce compliance are inadequate.

This report responds to a need identified by the membership of the Canadian HIV/AIDS
Legal Network, governments, and other interested parties. When consulted, these individu-
als and organizations indicated that the privacy of health information for people with
HIV/AIDS is a pressing issue that deserves immediate and long-overdue attention from
policymakers and legislators. A national workshop on Privacy and the Disclosure of Health
Information was held in Montréal for two days in January 2002. Participants at the
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workshop included representatives of HIVV/AIDS service organizations, the offices of provin-
cial privacy commissioners, physicians, public health and government officials, and people
living with HIV/AIDS. A list of workshop participants and people consulted is
contained in an appendix to this report.

What is the goal of this report?

The goal of this report is to contribute to the informed development of Canadian laws and
policies that support the right to privacy and the confidentiality of health information of
people living with HIV/AIDS. It is intended for people living with HIV/AIDS and their
advocates, for community-based organizations, and for legislators and policymakers. The
report makes recommendations that, if implemented, would lead to better legal privacy
protections for people living with HIV/AIDS.

What does the report contain?
This report focuses on three important areas of concern:

(1) the lack of adequate and effective protections in Canadian law for the right of
people living with HIV/AIDS to keep their personal health information private;

(2) clauses in legislation that permit a person to disclose another person’s personal
health information, including the health information of a person living with
HIV/AIDS, without that person’s consent (“discretionary disclosure”); and

(3) the inadequacy of legislative remedies for breaches of confidentiality.

The first chapter (Privacy: Human Rights, Public Policy, and Law) examines the right to pri-
vacy, the duty of confidentiality and the rule of privilege, and the relationship between them.
It then briefly describes the frequency with which personal health information in Canada is
disclosed without the consent or knowledge of the individual(s) involved. Finally, it explores
the relationship between the health of individuals and communities, and privacy as a human
right, and how respect for privacy and the corresponding duty of confidentiality promotes
responses to HIV/AIDS that respect the rights of individuals and communities affected by
HIV/AIDS.

The second chapter (Recent Developments That Affect Privacy of Health Information)
briefly reviews three recent developments that impact on the issues of privacy, confidential-
ity, and the disclosure of health information of people living with HIV/AIDS in Canada. The
first and second developments — advancements in information technology and in health-care
delivery —while offering potential benefits to people living with HIV/AIDS, also threaten the
ability of people living with HIV/AIDS to keep their health information private and
confidential. The third development reviewed is new legislation, either recently enacted or
proposed, regulating the collection, use, and disclosure of personal health information.

The third chapter (Legal Protection of Privacy in Canadian Law) canvasses constitution-
al, other legislative, and common law protections for privacy and duties of confidentiality in
Canadian law. It reviews the leading Supreme Court of Canada cases interpreting the Charter
sections that protect privacy. The common law protections, or lack thereof, for health infor-
mation are then reviewed. Finally, the chapter reviews and explains the significant features
of Canadian privacy legislation.

The fourth chapter (Disclosure of Health Information) reviews the circumstances under
which the health information of people living with HIV/AIDS is disclosed without consent.
The distinction between mandatory and discretionary disclosures is explained at the outset.
Then it focuses on mandatory disclosure of health information in investigations and legal
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proceedings, and identifies the legal basis for challenging mandatory disclosure. The chap-
ter then reviews in detail a number of discretionary disclosure clauses commonly found in
existing provincial health information privacy legislation (Alberta, Manitoba,
Saskatchewan), two recently enacted laws (Alberta and British Columbia) and a proposed
bill (Ontario). It also refers to the federal Personal Information Protection and Electronics
Documents Act (PIPEDA), where relevant. Recommendations are made throughout the
chapter. These recommendations aim at limiting discretionary disclosure clauses to those
that are necessary and justifiable on public policy grounds, and ensuring that such clauses
provide privacy protections at least as great as those available under the Charter and at
common law.

The fifth chapter (Legislative Remedies for Breach of Confidentiality) examines the
remedies for breaches of confidentiality set out in existing provincial health information
privacy legislation (Manitoba, Saskatchewan, Alberta) and a proposed bill (Ontario). The
remedies in federal legislation (PIPEDA) are compared with the provincial provisions.
Recommendations are made throughout the chapter, aimed at improving access to and
efficacy of remedies for people living with HIV/AIDS whose health information has been
improperly used or disclosed by people or institutions holding personal health information.

The last chapter (Conclusion: Time to Act — An Opportunity for Change) concludes the
report with a call to action to governments, policymakers, and people living with HIVV/AIDS
and the community-based organizations that serve them. Governments and policymakers
must enact or amend laws to promote the legal and ethical values that underpin the privacy
rights and confidentiality interests that people living with HIVV/AIDS have in their health
information. It also urges governments to provide adequate resources so that the administra-
tive bodies mandated to oversee the protection of personal health information can fulfill their
mandates. Finally, based on the belief that law can change the public discourse around HIV,
thereby improving the lives of people living with HIV/AIDS, it calls on people living with
HIV/AIDS and the community-based organizations that serve them to engage the legislative
process and to work to make these new laws as effective as possible.

What are the recommendations in the report?

This report presents a number of recommendations for action by governments in Canada
regarding privacy protection and health information privacy legislation. The recommenda-
tions call on governments to take steps to ensure that legislation protects the personal health
information of people living with HIV/AIDS. To comply with the recommendations, some
provincial and territorial governments must enact new legislation. In provinces where
legislation exists, governments will have to amend legislation.

There are two sets of recommendations. The first set of recommendations calls on
governments to reduce the scope of discretionary disclosure clauses in privacy protection and
health information privacy legislation. General recommendations include:

« only in exceptional and circumscribed situations should a custodian or trustee be per-
mitted to disclose health information without the express and informed consent of a
person living with HIV/AIDS; and

« federal, provincial, and territorial governments should review existing health informa-
tion privacy legislation to ensure that it provides at least the protections for personal
health information afforded under the Charter and at common law.

Numerous specific recommendations are made concerning discretionary disclosure clauses
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in laws that regulate the collection, use, and disclosure of personal information, including
health information:

« legislation should include purpose clauses and guiding principles and procedures for
disclosure where disclosure is permitted,;

« health-care professions must educate their members about their legal and ethical
obligations with respect to the right of privacy and the duty of confidentiality;

« clauses that allow for disclosure in investigations and court proceedings should be
removed;

« clauses aimed at preventing harm to third parties must reflect the principles stated by
the Supreme Court of Canada;®

« health custodians should be prohibited from disclosing health information to family
and friends without the consent of a competent person except where that person is a
substitute decision-maker; and

« detailed recommendations concerning research that utilizes health information.

The second set of recommendations is intended to ensure that legislation contains effective
and accessible remediedor people living with HIVV/AIDS whose privacy rights have been
violated. Generally, the report recommends that legislation include remedies to compensate
people living with HIV/AIDS for the harms suffered as a result of unauthorized use or dis-
closure of their health information, and remedies and enforcement powers that serve as deter-
rents to the improper use and disclosure of personal health information. Specifically, laws
that regulate the collection, use, and disclosure of personal information, including health
information, should:

* not require the payment of a fee to initiate a complaint;

« give individuals the option of filing a complaint by means of audiotape or videotape as
well as in written form;

« contain a two-year limitation period for filing a complaint, with the possibility of
extension where there is a reasonable justification, including disability-related reasons;

* require the commissioner/ombudsman to investigate all complaints, unless they are
“patently” frivolous or vexatious;

* give the commissioner/ombudsman broad statutory powers to investigate complaints,
and provide both governments and individuals with the power to initiate quasi-
criminal prosecutions against individuals or organizations for breaches of health
information privacy legislation;

« protect employees who file complaints against retaliatory acts by employers; and

 permit individuals to bring lawsuits in civil courts to seek damages for breaches of
privacy.

Provincial and federal governments should provide sufficient resources to ensure that
people living with HIV/AIDS know about the remedial and enforcement procedures in
legislation, and are able to access legal advice and representation.

Next steps

This report will be sent to a broad range of individuals and organizations working in areas
related to privacy protection and confidentiality of health information. It will also be sent to
appropriate government policymakers such as ministers of health, justice, and consumer
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affairs, to organizations of health-care professionals, privacy commissioners and ombuds-
men, researchers, and advocates.

In addition, the Legal Network will publish and distribute a series of information sheets
on legal issues related to privacy, confidentiality, and the disclosure of health information for
people living with HIV/AIDS in Canada. These easier-to-read information sheets will make
the contents of the report accessible to a wider audience and provide useful tools for educa-
tion and discussion of these issues.

For further information...

Contact the Canadian HIVV/AIDS Legal Network at info@aidslaw.ca or 514 397-6828.
Further copies of this report and the information sheets can be retrieved at the website of

the Canadian HIV/AIDS Legal Network at www.aidslaw.ca, or ordered through the

Canadian HIV/AIDS Information Centre, tel: 613 725-3434; fax: 613 725-1205; email:

aidssida@cpha.ca.

! Doe v City of New York, 15 Fd 364 (2d Cir 1994) at 267.

2Testimony of a community health nurse, | June 1994, Case 91-240-0838 — Transcript of Coroner's Inquest re: “Unknown Female,”
quoted in T Palys, ] Lowman. Protecting confidential research information. Canadian Journal of Law and Society 2000; 15(1): 39-80 at 58.

3 Part |, Constitution Act, 1982, being Schedule B to the Canada Act 1982 (UK) 1982, c I1.
4SC 2000, c 5.
> Smith v Jones, [1999] | SCR 455.
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Privacy: Human Rights,
Public Policy, and Law

The importance of protecting the confidentiality of medical information, particu-
larly for people living with HIV/AIDS, has been highlighted in numerous articles,
government submissions, and workshops of HIV/AIDS organizations.' Evidence
indicates that people living with HIV/AIDS are subject to stigma and discrimina-
tion, both in Canada? and internationally.? There is also evidence that people living
with HIV/AIDS suffer discrimination as a result of the unauthorized disclosure of
their HIV status.* The potential repercussions include loss of housing, loss of jobs,
loss of custody of children, criminal charges for exposing others to HIV infection
through sex, and the simple but profound loss of personal relationships that often
accompany the disclosure of HIV-positive status.

Personal health information is considered to be one of the most - if not the most
— sensitive categories of information, deserving of special protection.® Personal
health information contains intimate details about an individual’s physical, emo-
tional, and mental health. Judges, legal academics, and health-care professionals
have repeatedly stressed the importance of protecting the confidentiality of per-
sonal health information. A report released in 2000 by a privacy working group
consisting of representatives from the Canadian Nurses Association, the Canadian
Medical Association, the Canadian Pharmaceutical Association, the Canadian
Dental Association, the Canadian Health Care Association, and the Consumers
Association of Canada argued that “higher levels of privacy protection must be
afforded to health information than to other forms of personal information.”’¢

Protection of privacy: a cause for concern

Canadians are unaware of the number of times their health information is disclosed to third
parties without their consent. In the 1980 Royal Commission Report on the Confidentiality
of Health Information, Justice Horace Krever documented hundreds of cases of unauthorized
access to health files maintained by hospitals and the Ontario Health Insurance Plan.” This
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Canadians are unaware of
the number of times their
health information is

general lack of awareness was a concern for Ontario’s Minister of Health 17 years later when
he wrote that “people seem genuinely unaware of how easily their health information is
relayed from some sources without their knowledge or consent and
how limited the remedies are.”®

Surveys conducted in Canada reveal that the general public is
concerned that the privacy of their health information is not
adequately safeguarded. According to one Gallup survey, 84

disclosed to third parties percent of respondents expressed concern that there are insuffi-
without their consent. cient protections to ensure that health information is not disclosed

2

without their consent.® Similar findings appeared in a mid-1990s

survey that found that 76 percent of Canadians believe that their
privacy is not adequately protected.t It was reported in this latter survey that almost one
in five Canadians have experienced what they consider to be improper disclosure of their
personal medical information.t

The relationship between the right to privacy, the duty of
confidentiality, and the rule of privilege

This report is about the privacy of health information of people living with HI\VV/AIDS.
People living with HIV/AIDS have a right to privacy regarding their health information.
Health professionals, and some other people who provide services to people living with
HIV/AIDS, owe a duty to people living with HIV/AIDS to keep their health information
confidential. This duty is called the duty of confidentiality. The rule of privilege is a rule of
evidence. In some circumstances, it can prevent a person who owes a duty of confidentiali-
ty to a person living with HIVV/AIDS from having to disclose that person’s health informa-
tion in a court case.

In the legal sense, privacy is a right. Privacy is a “fundamental human right, solidly
embedded in international human rights law as well as in national constitutions, legislation
and jurisprudence.”®2 The right to privacy not only requires governments to abstain from
interfering with the privacy of individuals, but also imposes a duty on governments to take
measures to protect this right.®* The right to privacy is based on the notion of a zone of
personal freedom that cannot be interfered with by public authorities or third parties.t* It has
been argued that the freedom covered by privacy rights can be subdivided into physical and
informational “zones” of privacy.’® The physical zone takes into account respect for a
person’s bodily integrity, home, and correspondence. Informational privacy involves protec-
tion against the unauthorized collection, storage, use, and disclosure of personal information.
Health information, including HIV status, is an example of information protected by the
informational zone of privacy.

The duty of confidentiality is one way that the right to privacy people have in their
personal information is protected.’* Governments have imposed legal duties on certain
people regarding the collection, use, and disclosure of personal information. From the
perspective of people living with HIV/AIDS, the most important duty is the duty placed on
certain people to keep personal health information confidential, except in exceptional
circumstances and under specified conditions. There are both legal and ethical duties of
confidentiality. In Canada, the ethical duty of confidentiality has been recognized as a legal
duty for health-care professionals.

The rule of privilege is a common law rule of evidence. It prevents the disclosure of
confidential information in a legal case, based on policy reasons. Where the rule applies,
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someone who owes a duty of confidentiality to another person cannot be forced to disclose
information regarding that person. The person in possession of the confidential information

cannot be forced to testify in a court case about that information. Nor

can that person be forced to disclose written communications (or

other recorded information in his or her possession) for use as evi- A person living with
dence in court. HIV/AIDS can rely on the

A person living with HIV/AIDS can rely on the right to privacy, right to privacy, the duty of
the duty of confidentiality, and the rule of privilege to control the = confidentiality, and the rule of
disclosure of his or her personal health information. Each one can
be relied upon to achieve this goal in different yet mutually rein-
forcing ways. The duty of confidentiality owed to a person protects
that person’s right to privacy regarding personal information. The
rule of privilege protects the person who owes a duty of confiden-
tiality from having to disclose another person’s health information
without that person’s consent.

However, the right to privacy, duty of confidentiality, and rule of privilege do not com-
pletely protect the health information of people living with HIV/AIDS in all circumstances.
The right to privacy is subject to reasonable limits that can be legally justified. The duty of
confidentiality owed to a person only arises in certain relationships. The rule of privilege
does not apply to all communications between a person and someone who owes him or her
a duty of confidentiality. The limits on the right to privacy, duty of confidentiality, and rule
of privilege can all be limited based on public policy considerations, and all are discussed in
greater detail below.

privilege to control the
disclosure of his or her
personal health information.

Protecting privacy as a human right

Confidentiality of health information is fundamental to the preservation of the ethical val-
ues of autonomy, dignity, and respect for the individual.” Canadian advocates for
people living with HIV/AIDS have argued that “patient confidentiality is not only an
essential pre-condition to successful treatment ... it’s an issue of human dignity and
respect.”8 Stigma and discrimination are pervasive for people living with HIV/AIDS,
both internationally and in Canada.® Given the climate of stigma and discrimination
surrounding HIV/AIDS, it is fundamental that people living with HIVV/AIDS control
access to their personal health information.2 As stated by the Privacy Working Group,

individuals have a right to determine to whom, when, how, and to what extent
they will disclose their health information and to exercise control over use, dis-
closure, and access containing identifiable information collected about them.
Individuals also have a right to know how their information, when identified, is
to be used and safeguarded.2

International human rights

The concepts of human dignity and respect are the basis of international human rights pro-
tections. “Historically, the vanguard of privacy protection has been within the arena of inter-
national law.”22 Article 12 of the United Nations Declaration of Human Rights states:

No one shall be subjected to arbitrary interference with his privacy, family, home
or correspondence, nor to attacks upon his honour and reputation. Everyone has
the right to the protection of the law against such interference or attacks.

Privacy: Human Rights, Public Policy, and Law 3



The promotion and

Canada, as a member of the United Nations, is obliged to respect, protect and fulfill the
rights set out in the Declaration and in any UN covenants it has ratified.2* Article 17 of the
International Covenant on Civil and Political Rights? contains the same language. Canada
ratified this Convention in May of 1976.

In 1988 the Office of the High Commissioner for Human Rights issued a comment for
states that had adopted the International Covenant on Civil and Political Rights, which
included the following provision:

As all persons live in society, the protection of privacy is necessarily relative.
However, the competent public authorities should only be able to call for such
information relating to an individual’s private life the knowledge of which is
essential in the interests of society as understood under the Covenant.?

The report from the Second International Consultation on
HIV/AIDS and Human Rights, taking as its basis the International

protection of human rights,  Gyidelines on HIV/AIDS and Human Rights,2’ recognized that

such as privacy, not only the right to privacy of people living with HIV/AIDS includes
protect the inherent dignity  respect for the confidentiality of all information relating to their
of persons affected by HIV status.? The Guidelines, and the report, seek to create a pos-

HIV/AIDS, but also advance Itive, rights-based response to HIV/AIDS that is effective in

the public health goals of
minimizing HIV transmission
and lessening the impact of

reducing the transmission of and impact of HIV/AIDS and is con-
sistent with human rights and fundamental freedoms. The purpose
of the Guidelines is to assist governments in translating interna-
tional human rights norms into practical measures. The report

HIV/AIDS on individuals and  gxpains the importance of privacy protection in the context of the
communities. HIV/AIDS epidemic:

4

The individual’s interest in his/her privacy is particularly compelling in the con-
text of HIV/AIDS, firstly, in view of the invasive character of a mandatory HIV
test and, secondly, by reason of the stigma and discrimination attached to the loss
of privacy and confidentiality if HIV status is disclosed The community has an
interest in maintaining privacy so that people will feel safe and comfortable in
using public health measures, such as HIV prevention and care services.?

The report affirms the inextricable connection and synergy between health and human rights.
Generally, human rights and public health share the common objective to promote and pro-
tect the rights and well-being of people. The promotion and protection of human rights, such
as privacy, not only protect the inherent dignity of persons affected by HIV/AIDS, but also
advance the public health goals of minimizing HIV transmission and lessening the impact of
HIV/AIDS on individuals and communities. Public health programs that respect privacy
rights are more likely to lead to greater well-being for people.3

Human rights in Canada

The pre-eminent source of human rights protection in Canada is the Charter. In both civil
and criminal cases, Canadian judges have accorded great value to the notion of privacy,
elevating it to a constitutional right under the Charter. The Supreme Court of Canada has
affirmed in several decisions that privacy is at the heart of liberty in a modern state.3* As
stated in R v O’Connor. “Respect for individual privacy is an essential component
of what it means to be free.”s Privacy extends to “information which tends to reveal
intimate details of the lifestyle or personal choices of the individual”3® and includes the
right of individuals to determine when, how, and to what extent information about them-
selves is communicated to others.*

Privacy Protection and the Disclosure of Health Information



Given Canada’s obligations under international law and under the Charter, legislators and
public policymakers are obliged to take into account the existence of HIV-related stigma and
discrimination and right of the “informational” self-determination of people living with
HIV/AIDS when formulating law and policy relating to the privacy and disclosure of health
information.

HIV status, privacy, and public policy

The ethical principles of respect, dignity, and autonomy are breached when a person’s health
information is released without his or her consent. When drafting policy and legislation
regarding the protection and disclosure of personal health information, legislators must
respect these ethical principles. People living with HIVV/AIDS are arguably placed at great
risk of harm when their health information becomes known. Given the pervasive climate of
stigma and discrimination that surrounds HIV/AIDS, and legal responses that criminalize
HIV transmission® and favour prohibition as a solution to drug addiction,® disclosure of
health information can lead to a loss of respect, dignity, and autonomy. Disclosure of health
information that describes one’s sexual practices, drug use, or medical history could poten-
tially result in prosecutions under the Controlled Drugs and Substances Act®” as well as the
Criminal Code,®loss of custody of one’s children under provincial/territorial child protec-
tion legislation, or loss of employment. Where the right to privacy and the duty of confiden-
tiality are not protected and promoted, individual and public health suffer.

For individuals, important policy reasons exist for ensuring that the medical information
of patients, particularly people living with HIV/AIDS, is not disclosed without consent
except in very limited and clearly delineated circumstances. Health information is consid-
ered by many to be the most sensitive of personal information,® and health professionals,
community organizations, and Canadian courts have stressed the importance of people’s
interest in keeping health information private. Diagnosis and treatment are impeded in
situations where the patient does not reveal aspects of his/her medical condition or history.4

The provision of effective health care is dependent upon the full exchange of infor-
mation between the patient and the health-care professional.#t Lack of confidentiality
undermines HIV prevention, care, and treatment, and increases the impact of the HIV
epidemic on individuals, families, communities, and nations.2 There can be no effective
physician/patient relationship unless patients can feel free to be totally open and candid
about their symptoms, habits, lifestyles, and concerns.*® Some individuals may choose
not to seek medical care for fear that personal health information will be disclosed with-
out their consent to third parties such as employers, governments, or family members.
The problem is particularly acute for people with HIV/AIDS who often have contact with
a multitude of health and non-health service providers.# In the course of a month,
people living with HIV/AIDS may come into contact with multiple doctors, pharmacists,
and complementary medical practitioners as well as government agencies, including
home-care providers and income-support services.* It is therefore critical that a relation-
ship of trust exist between patient and health-care professional.

All human rights are universal, indivisible, interdependent, and interrelated.* Given HIV-
related stigma and discrimination, a breach of the right to privacy often leads to breaches of
other human rights, such as the right to life, liberty, security of the person, the right to work
and free choice of employment, and the right to adequate housing and medical care.*” Central
to all these breaches is the breach of the right to equality. The right of people living with
HIV/AIDS to equality and non-discrimination on the basis of HIV status is protected under
international“® and Canadian law.*

Privacy: Human Rights, Public Policy, and Law
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Community-based AIDS service organizations report that the disclosure of health

information of people living with HIV/AIDS to third parties can have “devastating”
consequences for them.s° The repercussions are economic, social,

] ] legal, and psychological. Often the discrimination suffered by
Given HIV-related stigma and  ye456 Jiving with HIV/AIDS results from the unauthorized dis-

discrimination, a breach of  closure of their health information. People have been deprived of
the right to privacy often housing or jobs, and social relationships have been compromised.
leads to breaches of other From a public health perspective, “maximum confidentiality of
human rights, such as the personal information related to HIV/AIDS is an essential public

health measure.”s! As a former Privacy Commissioner of Canada
has stated: “The privacy of personal health information is not only a
fundamental human right, it is also a very important social good. We
all have a stake in ensuring that our society as a whole is as healthy
employment, and the right to 35 possible.” Threats to the privacy of medical information are con-
adequate housing and trary to the public interest in reducing health risks, ensuring early
medical care. detection of illnesses, and ensuring that patients receive appropriate
medical treatment.> The pervasiveness of HIV/AIDS-related stigma
and discrimination combines with the potential for the unauthorized
disclosure of the health information of people living with HI\V/AIDS to undermine the public

health goal of reducing HIV transmission.>

Health Canada has estimated that 17,000 people in Canada are HIV-positive but
unaware of their HIV status.s Knowing that one is HIV-positive can have a significant
impact on behaviour to prevent transmission of HIV infection.s Yet, people will be less
likely to seek HIV testing and counselling if they are concerned that their HIV status will
be disclosed without consent to third parties such as employers, insurance companies, the
government, and relatives. If fewer people learn their status through testing (accompanied
by appropriate pre- and post-test counselling), the risk of subsequent avoidable HIV trans-
mission is increased.

A further public health consequence of the failure to protect and promote the right to
privacy and duty of confidentiality is the impact on research activities. Where there are not
sufficient privacy protections, people living with HIV/AIDS will be reluctant to participate
in research studies that seek to enhance prevention efforts, treatment options, and ultimately
discover a cure for HIV infection.5” As the authors of Ethical and Legal Issues in AIDS
Researctwrite:

right to life, liberty, security
of the person, the right to
work and free choice of

Those ... whose lives are intruded upon, and whose bodies serve as objects of
examination are often are people who are already subject to discrimination even
criminal punishment, who are hidden because of stigma, and who are poor and
vulnerable.ss

The development of domestic privacy laws

The first laws to protect informational privacy were passed in European countries in the
early 1970s.5 Sweden passed the Data Protection Act in 1973, with other European
countries following suit: the then German Federal Republic in 1977, and Norway,
Denmark, and France in 1978.

As a result of this patchwork of European laws, the Organisation for Economic Co-oper-
ation and Development (OECD) became concerned that the protection of informational
privacy might act to impede trade or economic development. As a result of its concern for
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trade restrictions, in 1980 the OECD adopted Guidelines on the Protection of Privacy and
Transborder Flows of Personal DaaThe Guidelines were endorsed by all member states

of the OECD, and by Canada in 1984. The Guidelines are not about protecting privacy;
rather, they are designed to guide states that choose to draft information privacy laws so that
any new law is drafted in a way that ensures there is no “undue interference with flows of
personal data between Member countries.”s!

However, the Guidelines contain a series of “fair information practices” that have been
incorporated into most of the new legislation in this area. For example, the Guidelines state
that there should be limits on the collection of personal data. One such principle in the
Guidelines is that the data collected should be limited to only that information that is neces-
sary to meet the purpose for collection. In addition, when information is collected from you,
you should be told what that information is going to be used for, and the data should not then
be used for another purpose.

The fair-information principles originally set out in the OECD Guidelines also included:

« the core value that consent to disclosure or use of personal information was necessary
unless it was otherwise authorized by law;

« personal data should be protected by adequate security measures;

« individuals should be able to access their own personal information and challenge its
accuracy; and

« a general policy of openness about policies and practices with respect to personal
information and someone you can contact who is accountable for ensuring the princi-
ples are followed.

Despite the fact that these principles have existed for over 20 years and that Canada adopted
them in 1984, it is only recently that Canada has acted to create legislation that incorporates
them.

Privacy: Human Rights, Public Policy, and Law
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Recent Developments
That Affect Privacy of
Health Information

Three recent developments have had a profound effect on the privacy of health
information. First, although advances in information technology in health care can
result in better care for people living with HIV/AIDS, these technologies are chal-
lenging the ability of people living with HIV/AIDS to control their health informa-
tion. Second, medical services are increasingly delivered based on the team
approach, which requires information to be shared among and between teams of
care providers.Third, the passage of legislation at the federal level provides the
opportunity to advocate for provincial legislation based on recognized privacy
principles. Each development will be briefly reviewed.

Developments in information technology -
potential and dangers

The rapid growth of technology in the last decade has increased the ability of health-care
professionals, hospitals, the government, insurance companies, and employers to both collect
and transmit personal information.s2 As stated by Ontario’s Information and Privacy Commis-
sioner, “the development of networks of computerized information systems is revolutionizing
the way in which information is accessed and exchanged ... through the evolution of digital
technology, it is now possible to transmit vast quantities of complex computer
generated information effortlessly and quickly over telecommunication lines.”s3 It has been
argued that the electronic management of health information benefits health research, the
management of health systems, the prevention of health fraud, and treatment outcomes.®

However, the increased electronic management of health information may have adverse
consequences, principally that the privacy interests of patients may be placed in serious jeop-
ardy by information technology. As one observer states,
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the same technology that breathes life into outcomes, research and “remote”
health care delivery has a darker side. In the rush to digitize and link health care
information, the danger that unwelcome eyes will peer at private records has
never been greater.®

As greater quantities of information are collected and shared among an ever-increasing
number of users, patients’ ability to control the dissemination of personal information is
sharply reduced.’® Electronic databases are frequently created
without sufficient thought or resources put into making them It is possible to use
respectful of privacy rules, and the people who access the databas-
es are not sufficiently trained or compliant with access protocols.’
Bearing this in mind, it is possible to use technological advances to
improve care and treatment for people living with HIV/AIDS
without sacrificing privacy protections for personal health infor- HIV/AIDS without sacrificing
mation. One example of such a database is the HIV Information privacy protections for
Infrastructure Project (HIIP), a major program of the Ontario HIV ~ personal health information.
Treatment Network (OHTN).% The development of HIIP has been
guided by key stakeholders, including people living with
HIV/AIDS, staff from community-based organizations, health-care providers, researchers,
and government to ensure it was designed to provide maximum security of health informa-
tion while providing researchers and health-care providers with valuable new tools for
delivering care to people living with HIV/AIDS.

The role of technology in the Canadian health-care system was recently examined in the
final report of the Commission on the Future of Health Care in Canada (Romanow Report).®°
The Romanow Report identifies leading-edge information technology assessment and
research as the foundation of health-care reform.? Electronic health records are “one of the
keys to modernizing Canada’s health system and improving access and outcomes for
Canadians.”” The Romanow Report recommends the creation of a personal electronic health
record for each Canadian and the development of a pan-Canadian electronic health record
framework, assuring interoperability across provincial systems.”2 The Report envisions a sys-
tem that will provide a “systemic, historic record of every interaction a person has with the
health care system.””® Without specifying any standards, the Report recommends that the
pan-Canadian framework address issues such as security standards and harmonizing
privacy policies.™ It makes two recommendations related to privacy and health information
technology, one a general statement and one a call for a specific amendment to the Criminal
Code. The Report recommends that individuals should have ownership over their personal
health information, ready access to their personal health records, and clear protection of the
privacy of their health records.” It also recommends that the Criminal Code be amended to
protect Canadians’ privacy and to explicitly prevent the abuse or misuse of personal health
information, with violations in this area considered a criminal offence.’

The Romanow Report accepts the “important advantages” of electronic over paper health-
care records with very little discussion of the potential threat that technological innovations
such as “a Web site to access personal electronic health records similar to on-line banking”
represent to privacy interests. It recognizes that issues surrounding protection of privacy are
“serious and complex,” and notes the need for rules and safeguards.” Yet, with the exception
of a recommended amendment to the Criminal Code, the Report does not specifically
address the measures required to protect personal health information contained in electronic
health records. By failing to do so, the Report does not fully reflect the cautious approach to
electronic health-records systems urged by the then Privacy Commissioner of Canada in a

technological advances to
improve care and treatment
for people living with
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The disclosure of a patient’s
HIV status to members of
the medical team is of great

letter to Romanow.” The Privacy Commissioner wrote that he was “troubled by the growing
enthusiasm for electronic health records.”” He stated that “[c]entralized databases invite
inappropriate use and disclosure” and cites several instances where this has occurred. He also
stated that “it’s not even possible to identify all of the privacy risks that would result from
storing more personal health information electronically” without further information about
how data would flow, be linked, and be protected. He identified the almost inevitability of
“function creep,” referring to the pressure to use personal information for wide-ranging pur-
poses even though it was collected for a very specific purpose. He warned that if Canadians
are not confident that the privacy of their health information can be protected, introduction
of electronic health-records systems could make the health-care system less effective:

Doctors cannot provide good diagnosis and treatment without full information,
and people are not likely to surrender full information if they fear it might some-
how be used against them. If the privacy of health information is not protected
by the systems we build, health care in Canada will inevitably suffer, at a tremen-
dous social cost.®

Developments in health-care delivery —
the ‘““team” approach

For many people living with HIV/AIDS, the progression of HIV illness causes a range of
health problems. These health problems are physical and psychological, attributable to HIV
infection itself and to the adverse effects of the medications used to treat HIV infection.
Often the health needs of people living with HIV can best be met by
a number of health-care professionals working together as a team.
In  urban areas, where the majority of people
living with HIV/AIDS live and health-care resources are concen-
trated, services are increasingly organized based on the team

concern to patients who are  annroach, and include psychosocial supports. However, the team
fearful of the social and approach to medical care, practised in recent years by health-care
economic consequences that professionals, constitutes a further threat to the privacy interests of
may result if such confidential patients.8! Because of the complexity of the health system, it is no
information is conveyed to longer possible for the patient to share medical information with

third parties.

10

only one trusted individual.22 As explained by Rozovsky and
Rozovsky:

The twentieth century has seen a vast expansion of the
health care services. Rather than relying on one individual, a physician, the
patient now looks directly and indirectly to dozens and sometimes hundreds
of individuals to provide him with the services he requires. He is cared for
not simply by his own physician but by a veritable army of nurses, numerous
consulting physicians, technologists and technicians, other allied health per-
sonnel and administrative personnel.s

As a result of the team approach, patients have lost some of the control they previously exer-
cised over their health information. Information previously held in confidence by one physi-
cian is now often disseminated to members of a medical team, particularly in the hospital
setting, including health-care and administrative personnel. The Supreme Court of Canada
has recognized this trend in health-care delivery when considering the difficulty that patients
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encounter in accessing their health records and making sure they are accurate.8* Confidential
medical information is in the possession and control of people who may be unaware of its
sanctity or who may not properly protect it.¢> The disclosure of a patient’s HIV status to
members of the medical team is of great concern to patients who are fearful of the social and
economic consequences that may result if such confidential information is conveyed to third
parties. Disclosure and discussion of patient medical information among health-care
providers (often in common areas such as hospital hallways and elevators) increases the risk
that the health information will not remain private, with potentially devastating consequences
for the patient.

Legislative developments in Canada -

privacy of personal information

Since 1997, legislators at both the federal and provincial levels have introduced or enacted
legislation regarding the privacy of personal information.2s Some legislation specifically reg-
ulates health information; some is more general in its application, covering all sorts of per-
sonal information. These laws regulate the collection, use, and disclosure of personal infor-
mation. They have a number of elements in common, if not exactly the same. Examples from
federal and provincial laws include:

* “Personal information” means information about an identifiable individual.#’

» “Record” is very broadly defined, and includes “information in any form, and includes
information that is written, photographed, recorded or stored in any manner, on any
storage medium or by any means, including by graphic, electronic or mechanical
means, but does not include electronic software or any mechanism that produces
records.”s

 “Custodians,” “trustees,” or “organizations” who collect or maintain personal informa-
tion (including physicians and other health-care professionals), are assigned duties and
obligation under the statutes.®® These duties or obligations relate to the permitted, and
prohibited, collection, use, and disclosure of personal information.

« Each statute contains provisions permitting disclosure of personal information without
the consent of the person to whom the information relates in certain circumstances (ie,
discretionary disclosure clauses).

« Individuals are provided with a right to access and correct their personal information
held by a custodian, trustee, or organization.

« Each statute mandates a “commissioner” or an “ombudsman” to oversee its adminis-
tration, to receive complaints related to it, and to enforce compliance with it.%

The Personal Information Protection and Electronics Documents Act (PIPEDA), enacted by
the Parliament of Canada, came into effect on 1 January 2001 for matters within federal
jurisdiction, with the exception of the provisions on health information, which came into
effect on 1 January 2002. The purpose of PIPEDA is to regulate the collection, use, and
disclosure of personal information by organizations carrying on commercial activities.* It is
unclear whether or not PIPEDA applies to physicians engaged in “commercial” activities.®
As of 1 January 2004, PIPEDA is binding on organizations that fall within provincial and
territorial jurisdiction and that carry on commercial activities, unless the province or territo-
ry has passed legislation that is “substantially similar” to PIPEDA and been exempted from
PIPEDA by the Governor in Council (ie, by order of the federal cabinet).#?
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On the provincial level, in the last decade British Columbia, Québec, Manitoba,
Saskatchewan, and Alberta have all passed legislation regulating personal information.
Québec is the only province that has legislation in force that is applicable to the private

sector as well as the public sector.®* Québec is also the only
province to have enacted legislation®s recognized by the Privacy

On the whole, provincial Commissioner of Canada® (who is required to report on this issue
legislation on the protection {0 Parliament) and by Parliament” as substantially similar to

of health information
(existing and proposed) does
not adequately protect the

PIPEDA. In the late 1990s, both Manitoba%® and Alberta® passed
legislation regarding personal health information applicable to the
publicly funded health-care sector. In 1999, Saskatchewan enacted
similar legislation, The Health Information Protection Act, but it

privacy and confidentiality of  has not yet been proclaimed.

the personal health On several occasions the Ontario government has proposed bills
information of people living  regulating the collection, use, and disclosure of health information,
with HIV/AIDS. including the Personal Health Information Privacy Act, 2000, and
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recently, a draft Privacy of Personal Information Act, 2002,%2 which

did not proceed to first reading in the legislature. If enacted in its
draft form, it would apply to commercial private enterprises as well as non-governmental
organizations such as charities, the health sector (including private and public hospitals),
health-care practitioners, the Ministry of Health, health-care clinics, pharmacies, and labo-
ratories.’® On 14 May 2003, Alberta introduced legislation in response to PIPEDA. (It was
passed by the legislature in December 2003, with a number of amendments.t*4) The then
Privacy Commissioner of Canada cited a number of “very grave deficiencies” in the first-
reading draft of the Alberta bill, which in his view would make it impossible for the federal
government to recognize the bill as substantially similar.% In November 2003, the British
Columbia legislature passed legislation dealing with the protection of personal informa-
tion.26 In the opinion of the then Privacy Commissioner of Canada, the first-reading draft of
the bill was not substantially similar to PIPEDA.27 The first-reading draft of the bill was
passed on second and third readings without amendment. Both the Alberta and British
Columbia legislation come into force on 1 January 2004.

On the whole, provincial legislation on the protection of health information (existing and
proposed) does not adequately protect the privacy and confidentiality of the personal health
information of people living with HIV/AIDS. First, privacy is often one among many public
policy goals that these laws seek to achieve. Second, existing legislation tends to focus on
the sectors covered (private or government) or who is covered (definitions of custodian or
trustee) rather than on protecting the information itself regardless of which sector or person
holds it.2¢ This leads to overly complex legislation and inconsistent use of concepts and cov-
erage in different pieces of legislation, existing and proposed. Third, the discretionary dis-
closure clauses are overbroad. Health information custodians are given the statutory author-
ity to disclose personal information to third parties without the patient’s consent beyond what
is required to achieve the purported goal of the disclosure. The discretionary disclosure
clauses also fail to protect personal health information to the same extent as existing Charter
and common law protections. The shortcomings of the discretionary disclosure clauses for
people living with HIV/AIDS are analyzed the chapter on Disclosure of Health Information,
below.
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Legal Protection of Privacy
in Canadian Law

The legal protection of

The legal protection of privacy in Canada has been describec  privacy in Canada has been
as a patchwork of rulesi®® The laws are considered to be “com- described as a patchwork of
paratively underdeveloped” and excessively complicated® ryles.The laws are considered
Justice Krever noted in the 1980Report of the Royal (5 pe “comparatively under-
Commission of Inquiry into the Confidentiality of Health
Information in Ontario that there is “no consistent treatment or
coherent policy regarding the confidentiality of health infor-
mation.”11! In the same vein, the authors of a leading text on
Canadian privacy law note that “there is a veritable hodge-
podge of rules relating to the protection of personal health information#2 This chap-
ter briefly discusses the protection of privacy interests in Canadian law, including
Charter protections and the remedies available at common law for breach of confi-
dentiality relating to the disclosure of health information. It then canvasses provincial
legislation concerning specific professions and health facilities, general privacy statutes,
more specific health information laws, and finally, federal legislation in the area
(PIPEDA).

developed” and excessively
complicated.

Canadian Charter of Rights and Freedoms

The word “privacy” does not appear in the Charter. The Constitution of Canada, which
includes the Charter, is the supreme law of Canada, and any law that is inconsistent with the
provisions of the Constitution is, to the extent of the inconsistency, of no force or effect.113
The Charter can also be used by people living with HIV/AIDS to prevent unconstitutional
actions by people acting on behalf of the government.* The Charter addresses only the
relationship between individuals and the state.1> Respect for dignity is a value that underlies
almost every right protected under the Charter.26 As stated by the Supreme Court, “a fair
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legal system requires respect at all times for the complainant’s personal dignity, and in
particular his or her right to privacy, equality, and security of the person.”1*” Privacy is an
important value underlying the Charter section 7 guarantees of liberty and security of the
person and the section 8 guarantees against unreasonable search and seizure.!18

People living with HIV/AIDS may be charged with various offences under the Criminal
Code if they expose others to a risk of HIV transmission. Even where criminal charges are
not based on exposure to HIV, a Crown attorney may try to put evidence before a court about
a person’s HIV status. A person in either of these situations may be able to use sections 7
and 8 of the Charter to make arguments as to why his or her personal health information
should not be put into evidence before a court.

Privacy and section 8 of the Charter

Under s 8 of the Charter, “Everyone has a right to be secure against unreasonable search or
seizure.” Where a person claims that his or her s 8 rights have been breached, a court must
balance competing interests and choose which one wins out. On the one hand is the person’s
interest in being left alone by the state. On the other is the state’s interest in intruding on the
individual’s privacy in order to advance goals, such as law enforcement. In an early case, the
Supreme Court stated that s 8 protects a reasonable expectation of privacy.t® In another early
s 8 case the Supreme Court characterized privacy as being

at the heart of liberty in the modern state.... Grounded in [one’s] physical and
moral autonomy, privacy is essential for the well-being of the individual.... [1]t
is worthy of constitutional protection, but it also has profound significance for
the public order.”1

In that case the Supreme Court found that taking a blood sample from an accident victim
without his knowledge or consent infringed his s 8 rights.

The Supreme Court has stated on numerous occasions that s 8 of the Charter should be
broadly interpreted to give effect to its purpose, that is, to ensure the citizen’s right to a rea-
sonable expectation of privacy, and to prevent unjustified searches by the state.*2* In Rv Plant
the Supreme Court specified the type of information that s 8 is intended to protect:

In fostering the underlying values of dignity, integrity and autonomy, it is
fitting that s. 8 of the Charter should seek to protect a biographical core of
personal information which individuals in a free and democratic society would
wish to maintain and control from dissemination to the stakés would
include information which tends to reveal intimate details of the lifestyle and
personal choices of the individual.*?2 [emphasis added]

The Supreme Court has accorded medical information a high degree of constitutional pro-
tection under s 8 of the Charter.?22 Physical integrity, including bodily fluids, ranks high
among the interests receiving constitutional protection.’* The constitutionally protected
privacy interests of an individual extend to hospital records. The Supreme Court has found
that the release of patient information by a physician to the police without the consent of the
patient violates the patient’s right to privacy in s 8 of the Charter.12> The Supreme Court has
identified hospitals as “specific areas of concern in the protection of privacy, given the vul-
nerability of individuals seeking medical treatment.”26 The Court expressed concern about
the “unwelcome complicity” between the police and hospital officials in the collection of
evidence in criminal investigations:
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The presence of the police in the emergency room can only serve to undermine
the physician—patient relationship, as the accused would likely interpret these
facts as a sign that the medical staff was operating in conjunction with the police
investigation. Such a scenario could have catastrophic results if an accused resist-
ed essential treatment for fear it might incriminate him in future criminal pro-
ceedings.... [SJuch complicity is at best unwise....1?

The Supreme Court also analyzed the extent to which the Charter protects privacy interests
in the criminal case of R v Mills.22 In Mills, a man was charged with sexual assault and
unlawful sexual touching of a woman. The man’s lawyer asked the court to order that the
woman’s psychiatric and child-service records be disclosed. The Criminal Code contains
provisions that guide a judge making such a decision. The woman challenged the constitu-
tionality of those provisions, based on ss 7 and 8 of the Charter. The Supreme Court was
asked to decide whether the provisions breached the woman’s constitutional rights. It recog-
nized that the freedom not to be compelled to share our confidences with others is the very
hallmark of a free society. It stated that the interest in being left alone by the state includes
the ability to control the dissemination of confidential information about oneself.12°

Police or other state actors must follow Charter principles when carrying out searches and
seizures. What are those principles? Section 8 seeks to prevent unjustified searches by the
state. Therefore, prior authorization, where feasible, is a precondition for a valid search and
seizure by police officers.’® Search warrants are used by police officers in the investigation
of criminal or quasi-criminal offences to access records, including health records. In order to
obtain a search warrant, a police officer must present sworn evidence to a justice of the
peace.’3! The justice of the peace can issue a warrant only if he or she has reasonable grounds
to believe that evidence of the commission of an offence in the Criminal Code or in another
federal statute exists in the place to be searched under the warrant.*3 The justice of the peace
must balance the privacy interests of the individual in a democratic society against the inter-
est of the state in investigating and prosecuting crimes. Even after the requirements of the
Criminal Code have been met, the process of determining if a search warrant should be
issued may still be a difficult and complex process.133

Two Ontario courts have used s 8 of the Charter to read additional requirements into the
search warrant provisions of the Criminal Code in order to protect medical records. In Rv JO,
the Crown obtained a search warrant to seize the psychiatric records of a criminal accused.!3
The court said that the search warrant should not have been issued without
conditions. Relying on the Supreme Court decision in O’Connor, the Ontario court stated that

it seems to me that there should have been some attempt in the warrant to pro-
tect the privacy interest of patients treated by [the psychiatrist] by imposing con-
ditions.... [T]here could have been conditions like the sealing of the records for
a reasonable period of time until there was some judicial determination as to the
probative value as opposed to the prejudicial effect of such records.3

In Rv Serendip Physiotherapy Clinithe police obtained a search warrant for physiothera-
py records while investigating alleged fake claims for automobile insurance benefits.’# Two
physiotherapists challenged the legality of the search warrant. The Crown lawyer argued that
physiotherapy records are not capable of raising important privacy interests. The Ontario
Superior Court of Justice rejected this argument, stating that “all health information should
be presumptively protected.”ss” The Ontario court proposed guidelines that justices of the
peace should follow when deciding whether to grant a search warrant for health records. The
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guidelines the court read in are significant and detailed. As a first step, the police must dis-
close in their application for the search warrant any evidence that might indicate the records
are health records. If the justice of the peace determines that the documents are health
records and that the patient may have a privacy interest in those records, the warrant should
require the police to:

« seal the records immediately and keep them sealed until a judicial officer holds a
hearing; and

* notify those in possession of the records and those who have a privacy interest in the
records that they will have an opportunity to make submissions to a judicial officer.

The judicial officer must receive the submissions and make a decision whether and to what
extent to require disclosure, after balancing the competing interests of the police need to
investigate crime and a patient’s right to privacy.’®® The judicial officer should consider
examining the records to determine whether and to what extent they should be disclosed, and
should consider restricting disclosure and mitigating the invasion of privacy by imposing
conditions.

The power of police to search a person when carrying out an arrest (known as a search
“incident to arrest”) has developed as a long-standing exception to requirement of a warrant.
The power to search a person who is under arrest may include the authority to fingerprintis
or conduct a “frisk” search4 without a warrant. The police do not have the right to obtain
bodily samples as evidence!*t except where an officer believes that a person is operating a
vehicle while impaired.t2 Even where bodily samples are not taken, in the case of a person
living with HIV/AIDS a police frisk search may indirectly reveal health information of a
highly personal nature. If a person is arrested while carrying his or her HIV antiretroviral
medications, a police officer may, based on the type of medications, correctly assume that
the person is HIV-positive.

State actors other than police conduct investigations and undertake searches and seizures.
Countless federal and provincial laws provide for powers of search (eg, rights of entry, pow-
ers of inspection) and seizure (eg, authority to make, take, and remove copies, samples, or
documents). Some legislation grants the powers of search and seizure directly to individual
state actors, while other legislation requires that administrative commissions, boards, or tri-
bunals issue a warrant before a search is conducted. Personal health information is most like-
ly to be searched for and seized under legislation regulating public health, health care, and
regulated health professions. For example, the Ontario Health Protection and Promotion Act
empowers an inspector appointed by the Minister, a medical officer of health, a public health
inspector, or a person acting under a direction given by a medical officer of health, the power
to enter and have access to, through, and over any premises to make examinations, investi-
gations, tests, and inquiries for the purpose of enforcing the Act.3 Further, that person may
make, take, and remove or require the making, taking, and removal of copies, samples, or
extracts related to an examination, investigation, test, or inquiry.# Significantly, there is no
requirement that the person carrying out the inspection obtain a warrant, other than when
searching a private residence, and then only if the occupier refuses to consent to entry.14s

The Supreme Court considered the constitutional validity of a regulatory statute authoriz-
ing a warrantless search and seizure in the leading case of Hunterv Southam It held that
while warrantless searches are prima facie unreasonable under s 8 of the Charter, the party
seeking to justify a warrantless search may rebut the presumption of unreasonableness by
demonstrating: (1) a meaningful authorization procedure presided over by someone able to
assess the conflicting interests of the state and the individual in an entirely neutral and impar-
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tial manner, and (2) reasonable and probable grounds, established upon oath, to believe that an
offence has been committed and that there is evidence to be found at the place of the search.

Privacy and section 7 of the Charter

Under s 7 of the Charter, “Everyone has the right to life, liberty and security of the person
and the right not to be deprived thereof except in accordance with the principles of funda-
mental justice.” The s 7 rights to liberty and to security of the person protect privacy inter-
ests.’#” The Supreme Court has recognized that individuals have legal and enforceable priva-
cy rights in some circumstances. It has determined that if those rights are to be limited, a cer-
tain scrutiny must occur and certain tests must be met. The Court has developed the s 7 pri-
vacy principles in criminal law cases.

In Rv Mills, the Court stated that when a therapeutic relationship between a sexual assault
victim and her physician is threatened by the disclosure of private records, the security of the
person right in s 7 of the Charter is implicated. ¢ In Rv O’Connor,
the Court recognized a witness’s right to privacy in his or her health

records. Justice L’Heureux-Dubé stated that “respect for individual The Supreme Court has

privacy is an essential component of what it means to be “free”” and recognized that individuals
that the “essence of privacy ... is that, once invaded, it can seldom have legal and enforceable
be regained.”® Therefore, the reasonable expectation of privacy privacy rights in some
must be protected at the point of disclosure. circumstances.

To that end, the Court held that s 7 of the Charter requires that
before a court will order the disclosure of the private records of a
witness in a legal case, a “reasonable system of ‘pre-authorization’” must be followed.t° It
set out a two-stage test.’s! First, the accused must show that the records are likely relevant to
proving a fact in the case, or showing that a witness is mentally fit to testify. This aspect of
the test is designed to prevent “fishing expeditions” by defence counsel. At the second stage
of the test, a judge weighs the evidence. The judge is trying to determine whether the bene-
fit of an order to disclose the records would outweigh the negative consequences. The judge
is also trying to determine whether the ability of the accused to make full answer and defense
would be unreasonably limited if the record is not disclosed. Chief Justice Lamer, and
Justices L’Heureux-Dubé and Sopinka, agree that the principles behind the two-stage test
apply to other records of witnesses, such as school records, records held by social workers,
and other private records.'s

The common law

The “common law” is a body of law that derives from, and is developed through, judicial
decisions. The common law is distinguished from statutory law, comprised of acts and reg-
ulations passed by the legislature or executive, as the case may be. The common law does
not offer strong protection for privacy rights. As stated by Charnetski et al,

absent some duty arising out of the nature of the relationship in which the infor-
mation is communicated or a contractual right to privacy of that information, the
individual is left largely unprotected by the common law.s

Tort of invasion of privacy

In contrast to courts in the United States, Canadian courts have been reluctant to recognize
a common law tort of invasion of privacy? A “tort” is a civil wrong (other than a breach of
contract) that can be the basis of a lawsuit for damages. The law of torts is the body of law
that defines torts and creates a right to sue when someone commits a tort. In the US, the right

Legal Protection of Privacy in Canadian Law 17



Generally, courts are more
willing to protect privacy
interests arising out of

to sue for an invasion of privacy has existed for many years.**> The author of a leading text
on Canadian tort law states that “[w]e seem to be drifting closer to the American model,”%
while another author recognizes the “new tort of privacy invasion.”’s” However, neither the
Supreme Court of Canada nor any provincial court of appeal has recognized the tort of inva-
sion of privacy.ts Yet a number of lower courts have recognized such a tort!s or the fact that
such a tort may exist.2® However, people have been discouraged
from initiating lawsuits for privacy breaches because of the uncer-
tainty of the outcome in these cases, the high costs of litigation, and
the public nature of court proceedings.®e* Where people have won
their case, damage awards have ranged from nominal to modest.26

special relationships, such as  Ag Flanerty argues, “the common law remedies do not appear to be

the duty of confidentiality very useful 262
health professionals owe Judges in Canada have tended to rely upon existing torts such as
to patients. negligence, nuisance, trespass, and defamation to compensate

persons for violations of their personal privacy.'s* Generally, courts

are more willing to protect privacy interests arising out of special
relationships, such as the duty of confidentiality health professionals owe to patients. Courts
have also been willing to protect business people and companies where their confidences
have been breached and financial losses have resulted. This willingness reflects the fact that
the law relating to professional duties is firmly established and also reflects the relative ease
of quantifying damages where a commercial loss has been sustained. Courts’ protection of
special relationships is analyzed in the next section.

Health professionals’ fiduciary duty,
breach of fiduciary duty, and breach of confidence

Health-care professionals owe patients a special obligation not to breach patient confiden-
tiality. This special obligation is called a fiduciary obligation, and the courts have developed
it to protect the interests of a vulnerable party to a relationship. The

Where a health professional  |aw imposes a fiduciary obligation where one person (the fiduciary)
breaches the fiduciary duty must act in another person’s (the beneficiary’s) best interest by
he or she owes to a patient  Virtue of the relationship between the two. The common law holds
regarding confidentiality of the fiduciary to a strict standard of conduct. Where a health profes-

patient information, the
patient can sue the health
professional for damages.
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sional breaches the fiduciary duty he or she owes to a patient regard-
ing confidentiality of patient information, the patient can sue the
health professional for damages. The patient can recover money to
compensate for economic and non-economic damages suffered as a
result of the breach.16

A fiduciary obligation has been imposed in relationships that possess three general char-
acteristics:

(1) The fiduciary has scope for the exercise of some discretion or power.

(2) The fiduciary can unilaterally exercise that power or discretion to affect the bene-
ficiary’s legal or practical interests.

(3) The beneficiary is particularly vulnerable to or at the mercy of the fiduciary holding
the discretion or power.166

It is possible for a fiduciary relationship to be found even where not all of these
characteristics are present. Nor will the presence of all three characteristics invariably
identify the existence of a fiduciary relationship. The nature of the obligation will vary
depending on the factual context of the relationship in which it arises.16?
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The Supreme Court has held that a fundamental characteristic of the doctor—patient
relationship is its fiduciary nature, in which the patient places “trust and confidence” in the
physician.¢ However, “not all fiduciary relationships and not all fiduciary obligations are the
same; these are shaped by the demands of the situation” such that a “relationship may prop-
erly be described as “fiduciary” for some purposes, but not for others.”:® In Mclnerneyv
MacDonald the Supreme Court stated that in the context of a doctor—patient
relationship, the physician has the duty to act with utmost good faith and loyalty, and to hold
information received from or about a patient in confidence.!® La Forest J notes that when a
patient seeks health care from a physician, he or she discloses highly sensitive and private
information: “it is information that goes to the personal integrity and
autonomy of the patient.”+’* The Court further stated that “informa- In Mclnerney v MacDonald,
tion about oneself revealed to a doctor acting in a professional
capacity remains in a fundamental sense one’s own.”'2 It is the deci-
sion of the individual patient whether to retain or communicate the
information to others.'”® The Supreme Court stated that “the confid- r
ing of the information to the physician for medical purposes gives ~the physician has the duty to
rise to an expectation that the patient’s interest in and control of the act with utmost good faith
information will continue.”1# and loyalty, and to hold

Although the fiduciary duty described in Mclnerneyis confined information received from or
to the physician—patient relationship, there is no reason in principle 3oyt a patient in confidence.
why it should not apply to other health-care providers.:> Many sorts
of regulated health professionals are governed by codes of profes-
sional ethics that impose a duty of confidentiality. The reasoning in Mclnerneyshould apply
equally to these other health-care professionals. In the Saskatchewan case of Parslow v
Masters a dentist was held to be in a fiduciary relationship to his patient and consequently
had a duty to maintain the confidentiality of the patient’s dental records.:

Where a physician (or other health-care professional) breaches his or her fiduciary duty
of confidentiality owed to a patient by disclosing the patient’s confidential medical infor-
mation without consent, the patient can sue the physician for breach of fiduciary duty. A
patient whose confidence is breached by a health-care professional would also have
grounds to bring an action for breach of confidence. The receipt of confidential informa-
tion in circumstances of confidence generally establishes a duty not to use that informa-
tion for any purpose other than that for which it was conveyed. If the information is used
for another purpose and the person suffers damage as a result, he or she is entitled to a
remedy — which can be sought by bringing an action for breach of confidence.l”” The
Supreme Court set out the test for a breach of confidence in a commercial case involving
breach of the duty of confidentiality regarding geological findings in mining and explo-
ration.28 To prove that there has been a breach of confidence, a plaintiff must establish that
the information conveyed was:

the Supreme Court stated
that in the context of a
doctor—patient relationship,

« confidential;

e communicated in confidence; and

» misused by the party to whom it was communicated, to the detriment of the party who
communicated the information.7

Despite the Supreme Court’s recognition of a fiduciary relationship between a physician and
patient, including the duty of confidentiality in relation to health records, there are no report-
ed cases of actions brought against a physician, other health-care professional, or hospital for
breach of fiduciary duty or breach of confidence.®
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The rule of privilege

The rule of privilege is a common law rule of evidence. Where the rule applies, it prevents
the disclosure of confidential information in a legal case for policy reasons. In other words,
someone who owes a duty of confidentiality to another person cannot be forced to disclose
information regarding that person. The person in possession of the confidential informa-
tion cannot be forced to testify in a court case about that information. Nor can that person
be forced to disclose written (or other recorded information in his or her possession) com-
munications for use as evidence in court. According to the rule of privilege,
particular social values are “of such importance that [they] cannot be sacrificed to ascer-
tain the truth in litigation.”8! In practice, it is up to a witness or a party in a proceeding to
claim privilege to protect information from disclosure.

There are two categories of privilege recognized in Canadian common law jurisdictions:
“class” and “case-by-case” privilege. Under class privilege, it is presumed that information
cannot be disclosed in a legal case.’® At common law, communications between a health
professional and a patient are not protected under a class privilege. Québec, where the
common law does not apply, is the only province that has created by statute an evidentiary
privilege in civil cases for communications between a physician and his or her patient.1s3
Communications between a solicitor and a client and communications between spouses are
two classes of privileged communications recognized in common law.1# Communications
between solicitors and clients, and between spouses, normally cannot be disclosed in a legal
proceeding because of overriding policy reasons.#s The primary policy reason for solici-
tor—client class privilege is to promote full and frank communications between the client and
the lawyer to ensure effective legal representation, thus ensuring the integrity of the judicial
process.t8 Avoiding marital discord and encouraging candour between spouses are the
stated reasons for privileged marital communications.8’

The second type of privilege — case-by-case — offers a more flexible and pragmatic
approach to identifying and protecting privileged communications from disclosure.s The
Supreme Court has found that case-by-case privilege can exist in both the civil and criminal
contexts.!® As stated above, communications between a health professional and a patient are
not presumed to be privileged. However, in certain circumstances communication between
a health professional and a client may be privileged. The Supreme Court has adopted the
Wigmore criteria, a four-part test, to determine whether case-by-case privilege applies to a
particular circumstance where it is claimed:

(1) the communication must originate in a confidence that it will not be divulged;

(2) the confidentiality must be essential to the relationship in which the communication
arises;

(3) the community believes that the relationship be sedulously fostered; and

(4) the injury to the relation that would result from the disclosure of the communica-
tion must be greater than the benefit thereby gained for the correct disposal of lit-
igation.19

The Supreme Court has indicated that the four criteria can be applied to communications
or documents, not only relationships, individually or by sub-groups, on a case-by-case
basis.®* As a result, within the same confidential relationship, a court could order certain
communications and documents to be disclosed, and protect others from disclosure. The
Supreme Court has also stated that the common law rule of privilege must develop in a way
that reflects Charter values.192 Charter values come into play when a court is called upon to
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balance interest under the fourth part of the Wigmore test. The particular Charter values
referred to by the Supreme Court in MA v Ryanwere the individual’s right to privacy set
out in s 8 and every person’s right to equal treatment and benefit of the law under s 15.1%

The communications between a person with HIV/AIDS and his or her pharmacist, doc-
tor, social worker, counsellor, or psychologist will be privileged if the four criteria are met.
The problem with the case-by-case privilege is the uncertainty it creates with respect to
whether a court will compel disclosure of a confidential communication.

In Québec, the common law rules relating to privileged communications do not apply.
However, the Québec Charter of Human Rights and Freedoms™* (Québec Charter) and the
Civil Code of Québec!®s (CCQ) protect professional privilege, and the Medical Act% specif-
ically protects physician—client privilege.l?” It is important to note that the protection of
physician—client privilege under the CCQ, Québec Charter, and Medical Act does not apply
in criminal proceedings. In Canada, criminal law is a matter of federal jurisdiction, and fed-
eral criminal law does not recognize a physician—client privilege.1%

The Supreme Court has indicated that a physician’s duty of confidentiality is not
absolute, and is subject to a “public safety exception.”*® Discussing the solicitor—client
relationship, the Court stated that the duty of confidentiality must be balanced against
other “compelling public needs,” including individual or public safety. Solicitor—client
privilege is the highest privilege recognized by the courts. Therefore, “if a public safety
exception applies to solicitor—client privilege, it applies to all classifications of privileges
and duties of confidentiality.”2 It is likely that a court would find that a physician may
breach a duty of confidentiality owed to patients in circumstances where the public inter-
est is less “compelling” than that needed to breach the solicitor—client privilege.

The right to sue under provincial legislation

Four common law provinces (British Columbia, Manitoba, Saskatchewan, and
Newfoundland) have enacted general privacy statutes that give a right to sue for violations
of privacy.?t Typically, the statutes state that “it is a tort, actionable without proof of dam-
age, for a person, wilfully and without a claim of right, to violate the privacy of another.”»2
In Québec, Canada’s only civil law jurisdiction, articles 35 to 41 of the CCQ provide a right
to privacy. Article 35 states:

Every person has a right to the respect of his reputation and
privacy. No one may invade the privacy of a person without
consent of the person or his heirs unless authorized by law.203

Four common law provinces
(British Columbia, Manitoba,

These provincial statutes do not specifically address actions for the Saskatchewan, and

breach of privacy relating to health information. But a person can  Newfoundland) have enacted

rely on the general statutory right to sue for violation of privacy in
order to sue for the disclosure of his or her private health informa-
tion.

It is noteworthy that the plaintiff need not prove that he or she
suffered harm in lawsuits under the privacy statutes.2 This is
because their purpose is to protect the plaintiff’s security interests, as well as the tranquility
expected in a well-ordered society.2 This is a very positive aspect of the tort created by these
privacy statutes.

Unfortunately, in order for a lawsuit to be successful under the privacy statutes of three
of the four common law provinces, the plaintiff must establish that the defendant “wilful-
ly”206 and “without colour of right” violated his or her privacy. In Davisv McArthur, the
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court defined “wilfully” in the context of the British Columbia Privacy Act as “intention-
ally, knowingly and purposely without justifiable excuse” and “claim of right” as “an
honest belief in a state of facts which, if it existed, would be a legal justification or
excuse.”27 In other words, under the privacy statutes, the court is authorized to consider
whether the defendant’s conduct was reasonable in the circumstances in light of what the
defendant knew. McNairn and Scott note that “Such a standard gives a high degree of
leeway to an individual judge’s view of what is or what is not reasonable at least until a
fuller jurisprudence analyzing the rationality of a defendant’s claim develops.”208

In addition, the statutes generally fail to define the meaning of the right to privacy. Further,
several “strong” defences are available to persons who are sued by plaintiffs for breach of
privacy.2® An additional impediment to successful claims under the Privacy Act of Manitoba
is that the invasion of privacy must be “substantial.”2

Few legal actions have been initiated under the provincial privacy acts.?t Where lawsuits
have been brought, “defendants have generally fared better than plaintiffs, succeeding in
approximately three out of four cases.”22 In the small number of successful lawsuits, the
damages awarded have generally ranged from nominal to moderate.2t3 As one observer con-
cludes, the provincial privacy acts “are rarely used” and “have not been very successful.”24
Peters-Browrv Regina District Health Boaris relevant to the situation of people living with
HIV/AIDS or hepatitis C. In that case a nurse sued the hospital where she worked because
the hospital had circulated a list with her name on it. The list stated that bodily-fluid pre-
cautions should be taken when interacting with the people included on the list. The nurse
based her lawsuit on the Saskatchewan Privacy Act, which said she had a right to privacy.
The court rejected her argument that the disclosure of medical information was an invasion
of her rights under the Privacy Act. The court held that the hospital did not “wilfully and
without claim of right” violate her privacy rights. The court stated that “It is questionable
whether such a right exists.”25 Nevertheless, it decided that the hospital was negligent
because it breached its duty to maintain the confidentiality of her health information, and
awarded her $5000 in damages for her suffering.

Statutes governing specific health professionals
and health-care facilities

Provincial laws regulating health professions and health-care facilities often set out duties of
confidentiality owed to the patient/resident by the health-care professional or facility.
Examples of such legislation applicable to physicians are the Québec Medical Act,2¢ regu-
lations made under the Ontario Medicine Act, 1991217 the Hospital Act in Newfoundland,#
Nova Scotia,2® and New Brunswick,22 the Mental Health Act in Manitoba,?* Ontario,2 and
Alberta, 2 and the Nursing Homes Act in New Brunswick?4 and Ontario.?? In the case of an
alleged breach of confidentiality by a regulated health-care professional, a patient can file a
complaint with that professional regulatory body. Professional regulatory bodies do not have
the power to award monetary damages to a patient. They do have the power to discipline
health-care professionals for incompetence or misconduct, and can impose sanctions such as
revoking, suspending, or placing conditions on the professional’s licence to practise, repri-
manding the professional, or imposing a fine.

Provincial health information protection statutes

Three provinces (Alberta, Manitoba, and Saskatchewan) have enacted specific legislation
on the protection of health information. The Manitoba Personal Health Information Act22
and the Alberta Health Information Act??’ are in effect. The Saskatchewan Health
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Information Protection Act?2 has not yet been proclaimed in force, but has already been
amended.2® A principal stated purpose of these statutes is to protect medical records,
considered to be intimate, highly personal information. The three provincial statutes place
responsibilities on “trustees” or “custodians” to collect, use, and maintain the medical
information of individuals. Trustees and custodians include health-care providers paid
under the provincial insurance plan, health-care facilities such as hospitals and psychiatric
institutions, and pharmacies and laboratories. The legislation is generally applicable to the
publicly funded health-care sector.

The provincial statutes are alike in structure. Typically, they contain provisions on the
right of access to one’s personal health information, the duties of trustees to protect person-
al health information, restrictions on the use and disclosure of information, and a complaints
process for breaches of the statute. The three statutes provide a broad range of circumstances
in which health information may be disclosed without consent to third parties (ie, discre-
tionary disclosure clauses). The discretionary disclosure clauses will be analyzed in greater
detail in “Discretionary disclosure of health information under provincial health information
privacy legislation,” below.

The federal Personal Information Protection and
Electronics Documents Act (PIPEDA)

PIPEDA came into effect in 1 January 2001 for matters within federal jurisdiction, with the
exception of the provisions on health information, which came into effect on 1 January
2002. The purpose of PIPEDA is to regulate the collection, use, and disclosure of personal
information by private enterprises in the course of commercial activities.2® It is the first
time that federal legislation will regulate the information and privacy practices of private
enterprises.?! It is unclear whether or not PIPEDA is applicable to the publicly funded
health-care sector (eg, personal health information in the possession of public hospitals) and
to health-care professionals operating private practices.22 PIPEDA is based on a set of inter-
nationally recognized fair information practices,?® as well as the Canadian Standards
Association Model Code for the Protection of Personal Informat{68A Model Code).23
In his submissions to the Ontario Government on Bill 159, the Personal Health Information
Act, the then Privacy Commissioner of Canada commented on the effect of PIPEDA on
privacy rights:

There is no doubt that the federal legislation represents a significant step forward
for privacy in Canada, but it really does no more than bring us to the minimal
international standard. It recognizes the fundamental values of allowing individ-
uals to retain some control over their personal information, and provides them
with certain legal remedies and protections when they feel their privacy rights
have been violated.?

As of 1 January 2004, PIPEDA will bind commercial activities that fall within provincial
and territorial jurisdiction unless the province or territory fulfills two conditions.2 First, the
province or territory must have passed legislation “substantially similar” to PIPEDA.
Second, where a province or territory has such legislation in place, the Governor in Council
(ie, the federal cabinet) must exempt the province or territory from the application of
PIPEDA.27 The Privacy Commissioner of Canada is required under PIPEDA to report to
Parliament on the extent to which the provinces have passed “substantially similar”
legislation.2® “Substantially similar” has been interpreted by the Privacy Commissioner of
Canada as “equal or superior to the federal law in the quality of privacy protection
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It is unclear whether or not
PIPEDA is applicable to the

provided.”2 Therefore, the provincial or territorial legislation must: (a) contain all ten prin-
ciples of the CSA Model Code; (b) provide an independent and effective oversight and
redress mechanism that includes adequate investigatory powers;
and (c) restrict the collection, use, and disclosure of personal infor-
mation to purposes that are appropriate or legitimate.

Québec has enacted legislation that governs the private sector

publicly funded health-care with regard to the collection, disclosure, and use of personal infor-
sector (eg, personal health mation. The Act Respecting the Protection of Personal
information in the possession Information in the Private Sector came into force in 199424
of public hospitals) and to Because the legislation is considered to meet the “substantially
health-care professionals similar” standard of PIPEDA, private enterprises in Québec will

operating private practices.

continue to be exempt from the application of the federal law.24 In
late 2003, the British Columbia legislature passed legislation in
response to PIPEDA that comes into force on 1 January 2004.242
In the opinion of the then Privacy Commissioner of Canada, the first-reading draft of the
bill was not substantially similar to PIPEDA.2# The draft of the bill introduced at first
reading was passed, without any amendments, on third reading.

Privacy protection under Québec law

Civil Code of Québec (CCQ)

Québec law offers unique and significant privacy protections. The common law (including
common law torts such as invasion of privacy and breach of confidence) does not apply
in Québec. Québec is the only civil law jurisdiction in Canada, governed by the CCQ. The
CCQ governs persons, relations between persons, and property.2#
The CCQ is the foundation of all other laws enacted by the Québec

Québec law offers unique legislature, although other laws may complement the CCQ or make
and significant privacy exceptions to it.2s The CCQ contains a chapter on respect for repu-

protections.
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tation and privacy.#¢ No one may invade the privacy of a person
without the consent of the person unless authorized by law.2” Using
correspondence, manuscripts, or other personal documents without
consent is considered an invasion of privacy.2#8 People are given the right to examine, receive
copies of, and rectify files that contain information about them.>® The CCQ gives people a
right to sue where the privacy rules under the CCQ have been breached, a breach akin to the
common law tort of negligence available in other provinces.2

Québec Charter

The Québec Charter, analogous to human rights codes or acts in other provinces and territories
but broader in its scope, contains explicit privacy protections.?! Section 5 provides that “Every
person has a right to respect for his private life” and section 9 provides that “Every person has a
right to non-disclosure of confidential information.” Section 9 also establishes a qualified privi-
lege for information given to professionals, which would include health professionals:

No person bound to professional secrecy by law and no priest or other minister
of religion may, even in judicial proceedings, disclose confidential information
revealed to him by reason of his position or profession, unless he is authorized
to do so by the person who confided such information to him or by an express
provision of law. The tribunal must, ex officig ensure that professional secrecy is
respected.
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An individual who believes that his or her Québec Charter rights have been infringed can
file a complaint with the Québec Human Rights Commission, whose powers include the
investigation of complaints.22 Unlike human rights systems in other provinces and territo-
ries where a commission exists, under the Québec Charter an individual can bring his or her
complaint before the tribunal for a hearing even if the commission decides not to pursue the
complaint.3 A tribunal can order a person to stop interfering with another person’s right,
and award compensation for the moral and material prejudice suffered. In addition, the tri-
bunal may award punitive damages in the case of unlawful and intentional interference with
a right.2

Privilege under Québec law

The common law rule of evidence known as privilege does not apply to civil cases in
Québec. However, professional privilege is protected under the evidence provisions of the
CCQ=* and under the Medical Act.¢ Despite the categorical language of the provisions
intended to protect professional privilege, Québec courts have treated the privilege as
relative rather than absolute, and have assumed the discretion to order the disclosure of
physician—client communications in the interests of justice. As one commentator
concludes, the position in Québec is not very different than in other Canadian jurisdic-
tions.” It is important to note that the protection of physician—client privilege under the
CCQ, the Québec Charter, and the Medical Act does not apply in criminal proceedings. In
Canada, criminal law is a matter of federal jurisdiction, and federal criminal law does not
recognize a physician—client privilege.2s8

Statutory protection for personal information

As stated above, Québec is the only province that has legislation in force, applicable to the
private sector as well as the public sector, on the protection of personal information, includ-
ing health information.® The Act Respecting Access to Documents Held by Public Bodies
and the Protection of Personal Information applies to public bodies, as its title suggests,
including health and social service institutions governed by legisla-
tion and those private institutions similarly governed that operate
with government funding.2 The Act governs access to documents ~ Québec is the only province
held by a public body; collection, keeping, and use of personal that has legislation in force,
information; protection of personal information; and a commission applicable to the private
to administer the provisions of the Act relating to access to infor-
mation. The system of protection of personal information is based
on the concept of “nominative information,” which refers to infor-
mation concerning a natural person that enables the person to be
identified and is not public.2t As a general rule, a public body may ~ including health information.
not release nominative information without consent.262
Exceptionally, nominative information may be released without
consent by a public body in a number of specified circumstances. 263 These circumstances are
reviewed in the section “Purpose of legislation and discretionary disclosure clauses,” below.

The Act Respecting the Protection of Personal Information in the Private Sector estab-
lishes rules with respect to personal information that a person collects, holds, uses, or
communicates to third persons in the course of carrying on an enterprise.2* An enterprise
is the carrying on by one or more persons of an organized economic activity, whether or
not it is commercial in nature, consisting of producing, administering, or alienating prop-
erty, or providing a service.2s This could include enterprises that provide health services.
The rules are intended to secure for persons the privacy rights set out in sections 35 to 41

sector as well as the public
sector, on the protection of
personal information,
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of the CCQ. Every person carrying on an enterprise who collects, holds, uses, or commu-
nicates personal information about other persons must establish and apply such safety
measures as are appropriate to ensure the confidentiality of the information.2¢ Generally,
information in a person’s file may be used only for a purpose consistent with the purpose
for which the file was established, or with the person’s consent.2” Exceptionally, a person
carrying on an enterprise may, without the consent of the person concerned, release infor-
mation from that person’s file in certain circumstances.2® These circumstances are
reviewed in the section, “Purpose of legislation and discretionary disclosure clauses,”
below. The Act also contains safeguards respecting nominative lists (containing name,
address, or telephone numbers of natural persons) used for commercial or philanthropic
purposes, which require enterprises to provide people with a valid opportunity to refuse
that the information be used by a third party.2
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Disclosure of
Health Information

This chapter reviews the situations in which the health information of people
living with HIV/AIDS may be disclosed without their consent. In some situations,
the law forces people who hold information to disclose it — for example, in investi-
gations and legal cases (criminal, civil, and administrative).This is referred to in
this chapter as mandatory disclosure.The laws that make disclosure mandatory are
explained, and then the legal basis for challenging mandatory disclosure under
these laws is reviewed.The chapter goes on to look in detail at a second type of
disclosure, discretionary disclosure.These laws give people who hold personal infor-
mation the authority (also known as discretion) to decide whether or not to
disclose information without consent and to act on that decision.

Discretionary disclosure clauses are commonly found in provincial privacy laws
that apply to personal health information.This chapter analyzes a number of the
common discretionary disclosure clauses in provincial laws, and also looks at the
federal legislation (PIPEDA) where relevant. Recommendations are made
throughout the chapter.These recommendations are intended to limit unauthor-
ized disclosure of personal health information to situations where the disclosure is
necessary and justifiable on public policy grounds.The recommendations also seek
to ensure that discretionary disclosure clauses protect the privacy of personal
health information at least to the same extent as the Charter and the common
law.

Limits on the privacy of health information
and limits on disclosure

Like many other human rights, privacy is not absolute. Competing values or interests may
trump a person’s right to privacy, and the corresponding duty of confidentiality owed to him
or her. In a given situation, epidemiological research to stop the transmission of HIV, or
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research to establish more effective treatment for HIVV/AIDS, may be judged to be more
important goals than preserving the absolute confidentiality of health information of people
living with HIV/AIDS. A counsellor or health-care professional

Like many other human might disclose a client’s HIV status to prevent harm to another per-
rights, privacy is not absolute. son. The search for truth in criminal investigations, and in criminal
Competing values or and civil court proceedings, may require disclosure of a person’s

interests may trump a
person’s right to privacy, and
the corresponding duty of

health information, including HIV status. These competing goals
are recognized in legislation that requires or permits disclosure of
health information without consent in certain circumstances.

A United Nations sub-commission has proposed that certain civil

confidentiality owed to and political rights, including the right to privacy, may be legiti-
him or her. mately restricted only when all the following criteria are met:

People living with HIV/AIDS

« the restriction is provided for and carried out in accordance with the law;
e it is in the interest of a legitimate objective;

it strictly necessary to achieve this objective;

it is the least intrusive and least restrictive means available; and

it is not drafted or imposed in an unreasonable or discriminatory way.2”

These criteria are reflected in s 1 of the Canadian Charter, which states that the rights and
freedoms set out in the Charter are “subject only to such reasonable limits prescribed by law
as can be demonstrably justified in a free and democratic society.”2

People living with HIV/AIDS may be able to rely on certain laws and legal rules to pro-
tect the privacy of their health information and to limit the reach of clauses in legislation that
give discretion to someone to disclose personal health information.

e The Charter offers the most important legal protection. It
applies to all legislation, both federal and provincial, and state
actors. In criminal proceedings and proceedings before

may be able to rely on administrative tribunals, a person living with HIV/AIDS can
certain laws and legal rules challenge under ss 7 or 8 of the Charter the mandatory
to protect the privacy of disclosure of medical or other files that contain personal
their health information and health information.

to limit the reach of clauses
in legislation that give
discretion to someone to

The evidentiary principle of privilege can also be used to pro-
tect personal health information from mandatory disclosure
and use as evidence.

 Finally, according to the legal rules of statutory interpretation,

disclose personal health where the meaning of a statutory provision is unclear, excep-
information. tions in privacy and access-to-information legislation should

28

be narrowly construed, with a view to achieving the ultimate
purpose of the legislation.27

Mandatory disclosure in the administration of programs

Mandatory disclosure refers to the situation in which health information must be disclosed
“by operation of law.” The phrase “by operation of law” means required by legislation or
under an order of a court, tribunal, or other state actor. Mandatory disclosure provisions are
found in legislation ranging from rules of court to provincial public health legislation to the
Criminal Code. This section reviews mandatory disclosure required by legislation for the
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purposes of administering programs. The next section analyzes mandatory disclosure in
court and tribunal proceedings.

With respect to HIV/AIDS, in all provinces and territories cases of HIV infection are
legally reportable under public health legislation in at least some circumstances.2’s However,
not all provinces require the names of those who test positive to be reported in all circum-
stances. In Yukon, the Northwest Territories, Nunavut, and
Newfoundland the person’s name must always be reported. In
Alberta, Saskatchewan, Manitoba, Québec, and New Brunswick the With respect to HIV/AIDS, in
law does not require the person’s name to be reported. In British  all provinces and territories
Columbia, Ontario, Nova Scotia, and Prince Edward Island only the cases of HIV infection are
names of those people who choose to test using their names must be legally reportable under
reported. In these provinces, the laws do not require the reporting of
names of people who opt for non-nominal testing or anonymous
testing (where available).

In all provinces and territories except Yukon, both laboratories
and physicians are responsible for reporting HIV infection accord-
ing to provincial and territorial laws.2”# In Yukon, only physicians have this legal obligation.
In the Northwest Territories, Nunavut, New Brunswick, and Prince Edward Island, registered
nurses are also responsible for reporting cases of HIV infection.

Other legislation requires safety-related reporting of health information. Under highway
traffic statutes in several provinces, physicians are under an obligation to report patients they
consider unfit to operate a vehicle.2s Similarly, the federal Aeronautics Act?® requires
optometrists and physicians to report the identity of a patient likely to constitute a hazard to
aviation safety as a crewmember on a flight.

public health legislation in at
least some circumstances.

Mandatory disclosure in investigations and court proceedings

In criminal and quasi-criminal investigations, and in criminal, quasi-criminal, and civil legal
proceedings, courts may order that personal health information be disclosed without consent.
Legislation can also give administrative decision-makers, actors, and tribunals the power to
order the disclosure of information, including personal health infor-
mation. Investigations and the production of evidence in legal pro-

ceedings (criminal, civil, and regulatory) are a potential threat to the The effect of the subpoena

confidentiality of health information of people living with or summons is th?t
HIV/AIDS. The Criminal Code, public health and other legislation otherwise confidential
all permit police or other state actors to search for and seize infor- information may enter the

mation of a private nature without the consent of the person to  public domain and is at great
whom the information relates. In and of itself, the fact that a person  risk of dissemination through,
is involved in a court proceeding does not entitle him or her to
greater privacy protections. On the contrary, subpoenas and sum-
monses issued in civil and criminal proceedings require individuals
to attend court to testify or to produce records.2”” The effect of the subpoena or summons is
that otherwise confidential information may enter the public domain and is at great risk of
dissemination through, for example, the media. As Jirgens has commented, “once a sub-
poena is issued, it is potentially devastating to confidentiality.”27

People living with HIVV/AIDS can assert their Charter rights in an attempt to prevent the
search and seizure of their personal health information. They can also try to use the eviden-
tiary rules about privileged communications to prevent that information from being
disclosed as evidence in a court or tribunal proceeding.

for example, the media.
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Challenging search and seizure of personal health information

The Charter, the common law evidentiary rule of privilege, and professional duties of
confidentiality offer important protections for people living with HIV/AIDS, who may be
able to protect their health information from search and seizure, or introduction into court as
evidence, by challenging the constitutionality of a search and seizure
by relying on ss 7 and 8 of the Charter, the common law, and statu-

In the criminal context, tory duties. Charter privacy protections, the evidentiary principle of
there are a number of ways privilege, and professional duties of confidentiality are reviewed in

to prevent the seizure of
personal health information
and its use as evidence

in court.

detail above in the chapter on Legal Protection of Privacy in
Canadian Law.

In the criminal context, there are a number of ways to prevent the
seizure of personal health information and its use as evidence in
court. Where a search warrant has been issued, the person in pos-
session of the health information or the person living with
HIV/AIDS can apply to a superior court to have the warrant
quashed. Faced with an attempt to compel the disclosure of health information, a medical
professional, a counsellor, or a person living with HIV/AIDS may assert that the informa-
tion is privileged, and therefore not compellable as evidence.?”® A person living with
HIV/AIDS who stands accused of an offence in a criminal prosecution can try to keep his
or her health information from being considered as evidence. Once it has been proved that
the personal health information was obtained in breach of his or her Charter rights, the per-
son in question can bring a motion to exclude the evidence under s 24(2) of the Charter.2e

Whether or not the ss 7 and 8 Charter guarantees and the evidentiary rule of privilege will
protect a person living with HIV/AIDS from the disclosure of health information will depend
upon the facts of a particular case, and on the person’s financial ability to raise the issue in
court. If the person living with HIV/AIDS has little or no income and is not eligible for legal
aid, it is unlikely that person will be able to effectively assert his or her Charter rights, or
make arguments based on the evidentiary rule of privilege.

A person living with HIV/AIDS may find him or herself relying on another person to
protect his or her privacy by upholding a duty of confidentiality. Someone like a health-care
professional or other person who holds personal health information can claim privilege when
faced with a warrant or subpoena. Whether or not the health-care professional or other
person will take steps to protect the information is a further factor that may impact the
confidentiality of personal health information of people living with HIV/AIDS. In most
circumstances, the health information of a person living with HIVV/AIDS’s will be in a record
held by a medical professional, a counsellor, or a community-based AIDS service organiza-
tion. In practice, it may be up to that person or organization to bring an application to quash
a search warrant, or to bring a motion to court to claim that the information is protected by
privilege. Many counsellors, especially those in community-based AIDS service organiza-
tions, will not have the knowledge or expertise to do so, or the financial means necessary to
retain a lawyer. Medical professionals working in institutional settings such as hospitals may
have greater access to legal advice and representation, and thus be in better position to
protect the privacy of clients’ personal health information.

Discretionary disclosure of health information under
provincial health information privacy legislation

Discretionary disclosure refers to the situation in which health information privacy legisla-
tion, or the common law, gives permissionto specified individuals to disclose another
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person’s health information without consent. This paper focuses on the discretionary
disclosure clauses in provincial health information privacy legislation. These discretionary
disclosure clauses are exceptions to the protections in such legislation. A review of the
discretionary disclosure clauses reveals that they are often either unnecessary or overbroad,
in the sense that they permit disclosure of personal health information of people living with
HIV/AIDS beyond what is required to achieve the purpose of the exception.

Only in exceptional and circumscribed situations should a custodian or trustee be permit-
ted to disclose health information without the express and informed consent of a person
living with HIV/AIDS. Provincial health information protection laws contain many discre-
tionary disclosure clauses that permit those responsible for health information to disclose the
information in a wide variety of circumstances. A number of these discretionary disclosure
clauses are problematic because they do not respect the privacy rights of people living with
HIV/AIDS or the confidentiality of their personal health informa-
tion. In some instances, health information privacy legislation pro-
vides fewer protections for confidentiality than the courts have Only in exceptional and
imposed in similar contexts. The problematic discretionary disclo- circumscribed situations
sure clauses violate important Charter principles without sufficient-  should a custodian or trustee
ly important policy reasons. In the vast majority of instances the
legitimate objectives served by discretionary disclosure of health
information for the purposes of an audit of a health
professional or organization, public health surveillance, or the
development of health policy may be achieved through means of de- consent of a person living
identified information, which is less intrusive and potentially less with HIV/AIDS.
damaging than disclosing personal health information.

This chapter identifies the range of discretionary disclosure claus-
es in provincial health information privacy legislation; sets out the principles that should guide
discretionary disclosure of personal health information of people living with HIV/AIDS;
examines the discretionary disclosure clauses that do not respect the guiding principles; and
makes recommendations for law reform. It concludes that some of the provisions should be
repealed or amended.

be permitted to disclose
health information without
the express and informed

RECOMMENDATION

Only in exceptional and circumscribed situations should legislation permit a custodian
or trustee to disclose health information without the express and informed consent of
a person living with HIV/AIDS.

Federal, provincial, and territorial governments should ensure that legislation that
applies to personal health information provides at least the protections for personal
health information afforded under the Charter and at common law.

Purpose of legislation and discretionary disclosure clauses

Provincial legislation about health information has as one of its stated purposes the protec-
tion of the privacy or confidentiality of health information. The preamble of the Manitoba
Personal Health Information Act states that “health information is personal and sensitive and
its confidentiality must be protected so that individuals are not afraid to seek health care or
to disclose sensitive information to health professionals.”¢! The Alberta Health Information
Act has as two stated purposes: “To establish strong and effective mechanisms to protect
the privacy of individuals with respect to their health information and to protect the
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confidentiality of that information” and “to prescribe rules for the collection, use and dis-
closure of health information, which are to be carried out in the most limited manner and
with the highest degree of anonymity that is possible in the circumstances.”22 The purposes
of the Saskatchewan Health Information Protection Act, set out in the preamble, convey a
consistent, client-based, and principled approach to the protection of health information that
is lacking in the Manitoba and Alberta acts:

« personal health information is private and shall be dealt with in a manner that respects
the continuing interests of the individuals to whom it relates;

« individuals provide personal health information with the expectation of confidentiality
and personal privacy;

« trustees of personal health information shall protect the confidentiality of the
information and the privacy of the individuals to whom it relates;

« the primary purpose of the collection, use, and disclosure of personal health
information is to benefit the individuals to whom it relates;

» wherever possible, the collection, use, and disclosure of personal health information
shall occur with the consent of the individuals to whom it relates;

« personal health information is essential to the provision of health services;

» wherever possible, personal health information shall be collected directly from the
individual to whom it relates;

« personal health information shall be collected on a need-to-know basis;

« individuals shall be able to obtain access to records of their personal health information;

« the security, accuracy, and integrity of personal health information shall be protected;

« trustees shall be accountable to individuals with respect to the collection, use,
disclosure, and exercise of custody and control of personal health information; and

« trustees shall be open about policies and practices with respect to the collection, use,
and disclosure of personal health information.

Consent is the fundamental principle that animates the “protection” purpose of privacy pro-
tection legislation — a person’s knowledge and consent are required for the collection, use, or
disclosure of his or her personal information. The Manitoba and Alberta health information

Consent is the fundamental
principle that animates the
“protection” purpose of
privacy protection legislation
— a person’s knowledge and
consent are required for

the collection, use, or
disclosure of his or her
personal information.

statutes contain provisions similar to s 5(1) of the Saskatchewan
Health Information Protection Act: “an individual has the right to
consent to the use or disclosure of personal health information about
himself or herself.”2

Despite the importance of upholding the principle of consent to
disclosure of health information, existing and proposed provincial
laws that apply to personal health information contain numerous
exceptions that allow unauthorized disclosure. Disclosure permitted
by legislation should be exceptional, and the exceptions should be
applied strictly. However, the Alberta, Manitoba, and Saskatchewan
statutes contain broad discretionary disclosure clauses that allow
people and organizations in possession of health information to
transmit highly confidential, sensitive, and intimate information to

third parties without the consent of the patient who is the source of the information. Health-
care custodians have the discretion under the provincial statues to disclose personal health
information in the following situations:
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1. for the purpose of contacting a relative or friend of the individual, if the individual is
injured or ill;

2. to any person if the custodian believes on reasonable grounds that disclosure will
avert or minimize an imminent danger to the health or safety of any person;

3. when in the opinion of the custodian, disclosure is necessary for monitoring, pre-
venting, or revealing fraudulent, abusive, or dangerous use of publicly funded health
Services;

4. for the purposes of determining or verifying the eligibility of the individual under a
provincial or federal act to receive health care or health-related benefits;

5. for conducting investigations, disciplinary proceedings, reviews, or inspections relat-
ing to members of a health profession or health discipling;

6. for public health surveillance, health system management, health policy develop-
ment, planning, and resource allocation;

7. for the purposes of research;

8. toan official of a penal or other custodial institution in which the individual is being
lawfully detained if the purpose of the disclosure is to allow the provision of health
services to the individual;

9. for the purpose of court proceedings or a proceeding by a

quasi-judicial body to which the custodian is a party; The discretionary disclosure

10. to a municipal or provincial police service for the purpose of
investigating an offence under a law of Canada, a province,
or a territory;

11. by the minister or the department to another minister for the
purpose of developing public policy; and

12. to a person who requires the personal health information to
perform an audit of the custodian.

Existing and proposed statutes that apply to personal information,
not limited to health information, also contain broad disclosure pro-
visions. The British Columbia Personal Information Protection Act
permits disclosure of personal information without consent in most
of the above circumstances, as does the Draft Ontario Privacy of

clauses in existing and
proposed legislation have
been criticized by privacy
commissioners, community
based HIV/AIDS
organizations, the Canadian
Civil Liberties Association,
and members of the health
and legal professions.

Personal Information Act, 2002.24 PIPEDA grants expansive powers to custodians of per-
sonal information to transmit medical information to a third party without first obtaining
consent.85 The discretionary disclosure clauses in existing and proposed legislation have
been criticized by privacy commissioners, community-based HIV/AIDS organizations, the
Canadian Civil Liberties Association, and members of the health and legal professions.2s

RECOMMENDATION

Provincial and territorial governments should ensure that legislation regarding per-
sonal information protection includes a preamble or purpose clause setting out a con-
sistent and principled approach to the protection of health information.

Legislation that protects the privacy of personal information must recognize the
particular importance of protecting health information, and should contain a pream-
ble or purpose clause setting out a consistent, client-based, and principled approach to

the protection of personal information.
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Guiding principles on the disclosure of personal health information

The privacy principles set out in the CSA Model Code (incorporated as Schedule 1 to
PIPEDA) should guide the drafting (or redrafting) of discretionary disclosure clauses and
their interpretation and application. The ten principles can be summarized as follows:

1. Accountability — An organization is responsible for personal information under its
control.

2. ldentifying purposes — The purposes for which personal information is collected
shall be identified by the organization at or before the time the information is
collected.

3. Consent — The knowledge and consent of the individual are required for the collec-
tion, use, or disclosure of personal information except where inappropriate.

4. Limiting Collection — The collection of personal information shall be limited to that
which is necessary for the purposes identified by the organization. Information shall
be collected by fair and lawful means.

5. Limiting Use, Disclosure, and Retention — Personal information shall not be used or
disclosed for purposes other than those for which it was collected, except with the
consent of the individual or as required by law. Personal information shall be
retained only as long as is necessary for the fulfilment of those purposes.

6. Accuracy — Personal information shall be as accurate, complete, and up to date as is
necessary for the purposes for which it is to be used.

7. Safeguards — Personal information shall be protected by security safeguards appro-
priate to the sensitivity of the information.

8. Openness — An organization shall make readily available to individuals specific
information about its policies and practices relating to the management of personal
information.

9. Individual Access — Upon request, an individual shall be informed of the existence,
use, and disclosure of his or her personal information and shall be given access to
that information. An individual shall be able to challenge the accuracy and com-
pleteness of the information and have it amended as appropriate.

10. Challenging Compliance — An individual shall be able to address a challenge
concerning compliance with the above principles to the designated individual or
individuals accountable for the organization’s compliance.

When applied to the disclosure of the health information of people living with HIVV/AIDS,
the CSA Model Code principles limit the potential for the harms associated with unautho-
rized disclosure of health information. From the perspective of people living with
HIV/AIDS, the principles that should guide discretionary disclosure clauses in provincial
health information privacy legislation are as follows.

First, the custodian should attempt to obtain consent to disclose information wherever
possible.

Second, prior to the disclosure of the information, the custodian of health information
must make best efforts to ensure that the information is complete, accurate, and not mis-
leading.2¢” This would include, wherever possible, providing the information to the person
living with HIV/AIDS so that it could be reviewed and corrected, if necessary.

Third, the disclosure must be limited to the minimum amount of information necessary to
accomplish the purpose for which the information is disclosed.2s

Fourth, as a general rule, a custodian must make best efforts to inform the person living
with HIV/AIDS of the anticipated disclosure of his or her personal information.2s This will
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give the person the opportunity to make a formal objection prior to the transmission of the
information. The Privacy Working Group, consisting of representatives from various health
professional associations in Canada, argued in its 2000 report that “individuals have the right
to know by whom, when, how and to what extent and purpose their identifiableand de-
identifiedhealth information is being collected, disclosed, stored, accessed, and used.”2%

Fifth, the custodian should be required to maintain a record of every disclosure of health
information to a third party.2

Sixth, all disclosures without consent must be limited to “de-identified” information if
that will serve the relevant purpose.22 The Draft Ontario Privacy of Personal Information
Act, 2002, states that in relation to the personal information of an individual, “de-identify”
means the removal of any information that:

1. identifies the individual,

2. can be manipulated by a reasonably foreseeable method to identify the individual, or

3. can be linked or matched by a reasonably foreseeable method to other information
that identifies the individual or that can be used or manipulated by a reasonably fore-
seeable method to identify the individual s

Seventh, the statutory list that delineates the situations in which custodians have the discre-
tion to disclose the health information of people living with HIV/AIDS without consent
should be exhaustivePublic officials should not be permitted by regulation to add further
circumstances in which information without consent can be disclosed.** One common crit-
icism of provincial health information privacy legislation is the wide regulatory powers of
the government to broaden the provisions.2%

The eighth and final principle is that the highest level of statutory protection for the pri-
vacy of personal health information should apply. This is reflected in legislation such as
Manitoba’s Personal Health Information Act, which states that the health information statute
“prevails unless another enactment more completely protects the confidentiality of personal
health information.”2% This principle should be imported into other provincial statutes to
maximize the protection for personal health information.

RECOMMENDATION
Federal, provincial, and territorial governments should ensure that legislation limits

the circumstances in which health information of a person is disclosed without consent.
Legislation must also include principles and practices that must be followed where per-

sonal health information is going to be disclosed without consent:

(1) the custodian of health information must take measures to ensure that the
information is as complete and accurate as possible prior to the disclosure of

the information;
(2) all disclosures without consent must be limited to “de-identified” information
if that will serve the purpose for which it is transmitted;

(3) the disclosure must be limited to the minimum amount necessary to accom-

plish the purpose for which the information is transmitted;

(4) the custodian should make best efforts to inform the person with HIV/AIDS
of the anticipated disclosure of his or her personal information and attempt
to seek consent to the disclosure;

(5) the custodian must maintain a record of every transmission of health infor-
mation to a third party;
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(6) the statutory list of permitted disclosures without consent should be exhaus-
tive; government officials should not be authorized to add by regulation
further circumstances in which information can be disclosed without consent;

(7) the health information privacy statute should prevail unless another enact-
ment provides more protection to people living with HIV/AIDS.

Ethical responsibilities of health-care professionals to their patients

Under the discretionary disclosure clauses in provincial health information privacy legislation,
custodians of health information are given the discretion (ie, are permitted to disclose confi-
dential information to a third party in a wide range of circumstances. These discretionary dis-
closure clauses potentially conflict with health-care professionals’ ethical obligation of
patient/client confidentiality. The ethical codes of the various health-care professions treat as
sacrosanct the duty of confidentiality owed to a patient. Without the patient’s consent or a legal
duty to report, health-care professionals are required to respect the privacy of the patient. For
example, a physician’s Hippocratic Oath includes the following:

What | may see or hear in the course of treatment or even outside of treatment in
regard to the life of men, which on no account one must spread abroad, I will
keep to myself holding such things shameful to be spoken about.2”

The World Medical Association also recognizes the importance of the duty of confidentiali-
ty to patients:

Confidential information can only be disclosed if the patient gives explicit con-
sent or if expressly provided for in the ladmformation can be disclosed to other
health care providers only on a strictly “need to know” basis unless the patient
has given explicit consent.2¢ [emphasis added]

The World Medical Association has taken the position that all identifiable information
about a patient’s health status, medical condition, diagnosis, prognosis, treatment, and other
personal information must be kept confidential, even after death. In exceptional circum-
stances, descendants have a right of access to information that would inform them of their
own health risks.2%

In Canada, doctors, nurses, dentists, psychologists, and various other health-care profes-
sionals are members of self-regulating professions whose governing bodies set standards and
license them to practice, under the authority of provincial legislation.3® In many provinces,
health-care professionals’ ethical obligation to maintain confidentiality is set out in a regula-
tion to the profession’s governing act. For example, under Ontario’s Medicine Act, 1991, the
following constitutes misconduct:

10. Giving information concerning the condition of a patient or any services ren-
dered to a patient to a person other than the patient or his or her authorized rep-
resentative except with the consent of the patient or his or her authorized repre-
sentative or as required by law* [emphasis added]

The Code of Ethics of the Canadian Medical Association requires that physicians:

Respect the patient’s right to confidentiality except when this right conflicts with
your responsibility to the layer when the maintenance of confidentiality would
result in a significant risk of substantial harm to others or to the patient if the
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patient is incompetent; in such cases, take all reasonable steps to inform the
patient that confidentiality will be breached.®2 [emphasis added]

In the three situations noted (responsibility to the law, significant risk of substantial harm,
patient incompetence), the CMA Code of Ethics requires the physician to take reasonable
steps to inform the patient that the physician will breach confidentiality.

On a cursory analysis, it would appear that health-care professionals are prohibited from
disclosing patient information pursuant to discretionary disclosure clauses in provincial
health information privacy legislation. As set out above, as a general rule health-care profes-
sionals are prohibited from disclosing patient information without consent. This prohibition
is found in professional codes of ethics, as well as provincial statutes and regulations that
govern self-regulating professions that have raised the ethical duty of confidentiality to a
legal one. Exceptionally, provincial statutes or regulations permit a health-care professional
to breach patient confidentiality where “requiredby law.” Yet by their very nature discre-
tionary disclosure clauses are permissive and not mandatory, so the health-care professional
is not required to disclose information in breach of patient confidentiality.

However, discretionary disclosure clauses in provincial health information privacy
legislation may legally and in practice trump professional obligations of confidentiality. As a
matter of law, under principles of statutory interpretation, a statute of particular application will
override a regulation of general application (defining professional
standards of practice and/or misconduct). On this basis, it could be

argued that a specific legislative act dealing with health information Exceptionally, provincial
protection and disclosure would supersede a regulation that general- statutes or regulations
ly governs professions and their conduct. Moreover, a number of the permit a health-care

provincial health information privacy acts contain a “protection from
liability” clause. These clauses exempt individuals from civil liabili-
ty, which likely includes exemption from liability in professional dis-
cipline proceedings, when acting under the authority of the provincial
health information privacy act. At the least, giving physicians discre-
tion to disclose that they currently do not have undermines the tradi-
tional values that physicians have followed and that have been enshrined in codes of conduct.
Permitting the erosion of physician/client confidentiality will ultimately undermine the rela-
tionship of trust that the codes were designed to foster.

RECOMMENDATION

Health-care-profession regulating bodies and associations should educate and inform
their members about the duty of confidentiality owed to patients, and about the effect
of discretionary disclosure clauses in health information protection legislation on the
duty of confidentiality. Specifically, they should advise their members thadiscretionary
disclosure clauses (ie, clauses that permit disclosure) do mefjuire the disclosure of
confidential patient information.

“Discretionary” disclosure in investigations and court proceedings

Provincial statutes give custodians of personal information the “discretion” to disclose an
individual’s health information for the purposes of court proceedings and for police inves-
tigations.®2 Disclosure of personal health information pursuant to subpoenas, summonses,

Disclosure of Health Information

professional to breach
patient confidentiality where
“required by law.”

37



warrants, or orders does not properly belong in the discretionaryprovisions of health infor-
mation privacy legislation, for two reasons. First, such provisions are irrelevant and super-
fluous. Where personal health information is sought pursuant to a court order, warrant, or
subpoena, the order makes disclosure mandatory It is unnecessary and illogical to grant by
statute the discretionto comply with a mandatoryorder. Second, it is ultimately up to a
court, not the custodian, to determine if the law requires disclosure of personal health infor-
mation in a given circumstance. Only a court can make this determination, based on
ss 7 and 8 of the Charter and the criminal and civil rules of evidence relating to privileged
communications.

To give custodians of health information discretion to disclose for the purpose of court
proceedings or police investigations puts the custodian in a difficult position. It also invites
the misuse or abuse of that discretion where there is not a clear legal duty to disclose. If
health information is thought to be necessary and relevant to a court proceeding or police
investigation, the appropriate course of action is for a party to seek a court order, or for the
police to seek a search warrant, to compel the disclosure of that information. Because of their
knowledge of the law and their independence, a court or justice of the peace is in a better
position than a custodian of health information to determine if the legal requirements for
compelling disclosure have been met.

RECOMMENDATION

Federal, provincial, and territorial governments should ensure that legislation does not
give people who hold health information the discretion to disclose that information in
investigations and court proceedings.

Disclosure to prevent harm to third parties

The health information privacy statutes in Manitoba,3* Alberta,** and the Ontario draft bill®
contain a provision similar to the following s 27(4)(a) of The Health Information Protection
Act of Saskatchewan:37

A trustee may disclose personal health information in the custody or control of
the trustee without consent of the subject individual ... where the trustee
believes, on reasonable grounds, that the disclosure will avoid or minimize a dan-
ger to the health or safety of any person.

This type of disclosure of confidential information to minimize danger or prevent harm to a
third party is often referred to as a “duty to warn.” Used in this way, the characterization of
a “duty to warn” is misleading. It is more accurate to refer to steps taken to prevent harm to
a third party. A person who possesses information given in confidence may be able to pre-
vent harm to a known third party by disclosing the information to the third party. However,
in other instances, the person possessing the confidential information may be able to prevent
harm, and thus fulfill any duty he or she may have, by taking other steps short of disclosing
confidential information to the known third party.

Disclosure of confidential information to prevent HIV transmission will not be discussed
in detail in this report because it is a complex issue that deserves careful examination. What
these clauses mean and whether or not they are useful is related to the separate question of
whether or not the common law imposes a positive duty to disclose confidential information
to protect third parties at risk of harm. The issue involves fundamental public policy
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choices and balancing of interests.2® Courts will ultimately be called upon to decide the
nature and extent of a duty to prevent harm under tort law, and may be called upon to deter-
mine the constitutionality of disclosure of health information under statutory provisions.3®
The position taken here is that the language as it currently exists in
several of the provincial s:tatytes is too broad ar_ld should be red_raft- The Supreme Court of
ed to conform to the principles of the “public safety exception” Canada held that the duty of
articulated in the leading Supreme Court of Canada case of Smithv R Y
Joneso confidentiality is not absolute

In Smithv Jonesthe issue was whether a psychiatrist could dis-  in either a solicitor—client or
regard the rule of privilege, which protects information a patient ~ doctor—patient relationship
gives to a physician from being disclosed in a legal case without and is subject to a public
consent, to protect another person from harm. The defence lawyer safety exception.
in the case referred his client to a psychiatrist, Dr Smith, for an
assessment. The defence lawyer wanted to use the report from the
assessment to make arguments about what sentence the court should impose. Dr Smith con-
cluded in his report that the accused was potentially very dangerous. The defence lawyer
chose not to provide the report to the court because it was not in his client’s best interest to
do so. Dr Smith retained a lawyer and argued that he should be permitted to disclose his
report to the sentencing judge because of the danger the client posed, despite the fact that it
was solicitor/client-privileged. Solicitor—client privilege protected the report from being dis-
closed without the client’s consent because it was prepared for a court case.

The Supreme Court of Canada held that the duty of confidentiality is not absolute

in either a solicitor—client or doctor—patient relationship and is subject to a public safety
exception. Cory J stated that because solicitor—client is the highest privilege recognized by
the courts, “[b]y necessary implication, if a public safety exception applies to solicitor/client
privilege, it applies to all classifications of privilege and the duty of confidentiality.3* So,
communications between health professionals and their patients will be governed by the four
criteria of the public safety exception enunciated in Smithv JonesAccording to these crite-
ria, a lawyer or physician (or counsellor or other health-care professional) maybreach a duty
of confidentiality owed to a client/patient where:

« there exists a clear risk to an identifiable person or group of persons;

« the risk is that serious bodily harm or death may occur;

« the danger is imminent; and

« the proposed disclosure is the one that will minimally impair the privacy right of the
individual involved.3:

The weight to be accorded to each of these factors will vary according to the circumstances
of the particular case.33 With respect to the first factor, a court should consider whether there
is evidence of long-range planning, a prior history of violence or threats of violence, and
whether the group or person is identifiable. The second factor — risk of serious bodily harm
or death — requires that the intended victim be in danger of “being killed or suffering serious
bodily harm.”34 The Court stated that serious psychological harm may constitute serious
bodily harm, but the “disclosure of planned future crimes without an element of violence
would be an insufficient reason to satisfy solicitor/client privilege because of fears of public
safety” [emphasis added].3®> With respect to the third factor, the threat must create a sense of
urgency. In the event that the three factors are satisfied, privileged communications may be
disclosed but the disclosure should be limited as much as possible.3¢ The fourth factor, the
importance of limiting disclosure, is emphasized in the dissenting judgment of Major J:
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The chilling effect of completely breaching the privilege would have the unde-
sired effect of discouraging these individuals in need of treatment for serious and
dangerous conditions from consulting professional help.z

This concern has been raised in the context of the relationship between people living with

HIV/AIDS and their health-care providers and counsellors. The issue is raised where a

health-care provider or counsellor is told by a person living with HIV/AIDS that he or she is

engaging in behaviours that risk transmitting HIV to a sex or injection drug use partner. A

warning to a partner (ie, the sex or injection drug use partner) breaches confidentiality and

risks the therapeutic relationship between the health-care or other service provider and a per-

son with HIVV/AIDS. If the person with HIV/AIDS terminates the relationship as a result, his

or her health will likely suffer, and the service provider’s opportuni-

Smith v Jones holds that a ty to affect changes in that person’s behaviour aimed at reducing

HIV transmission will be lost. Elsewhere, the Legal Network has

suggested that community-based AIDS service organizations and

those providing services to people living with HIVV/AIDS should

A consider developing policies and guidelines regarding the coun-

clear and imminent threat s|jing of HIV-positive clients and the confidentiality of health

of serious bodily harm or jnformation.st

death to an identifiable  To summarize, Smithv Jonesholds that a public safety exception

person or group. {0 confidentiality exists in situations in which there is a clear and

imminent threat of serious bodily harm or death to an identifiable

person or group. In such cases, the health professional is permitted

not mandated, to breach confidentiality and warn the person who is at risk, if he or she does

so in a manner that minimally impairs the patient’s rights. The public safety exception as it

currently exists in some of the provincial privacy of information statutes is broader and less

explicit than the common law exception established in Smithv Jones Because the criteria

identified by the Supreme Court are clearer and give more guidance than the vague statuto-

ry language, the Supreme Court’s four criteria should prevail. The disclosure of personal

health information without consent due to the risk of harm to third parties should only be
permitted under the statutes if the criteria set out in Smithv Jonesare satisfied.31

public safety exception to
confidentiality exists in
situations in which there is a

RECOMMENDATION

Provincial and territorial governments should ensure that discretionary disclosure
clauses in provincial legislation aimed at preventing harm to third parties reflect the
principles enunciated by the Supreme Court of Canada ismith v Jones Disclosure
should only be permitted where there is a clear and imminent threat of serious bodily
harm or death to an identifiable person or group.

Disclosure to family and friends

Three provincial statutes permit a person who holds personal health information of a com-
petentpatient to disclose that information to family members and friends. Under the
Manitoba Personal Health Information Act and the British Columbia Personal Information
Protection Act, a person who holds personal health information may disclose that informa-
tion without the consent of the individual if the disclosure is for the purpose of contacting a
relative or friend of an individual who is injured, incapacitated, or ill.220 Under the Alberta
Health Information Act a custodian may disclose individually identifying diagnostic, treat-
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ment, and care information without the consent of the individual who is the subject of the
information to family members of the individual or to another person with whom the indi-
vidual is believed to have a close personal relationship, if the information is given in gener-
al terms and concerns the presence, location, condition, diagnosis, progress, and prognosis
of the individual on the day on which the information is disclosed and the disclosure is not
contrary to the express request of the individual .32

It is not uncommon for people living with HIV/AIDS to have kept their diagnosis
a secret from family and friends due to the inordinate degree of stigma associated with the
disease. It is also commonly the case that if a person’s location in a
particular health facility is disclosed, so is his or her HIV status, Jnder the Manitoba Personal
since certain wards, facilities, and clinical areas are known to be
used for HIV-positive patients. As a result, custodians should not
have the discretion to disclose the health information of a compe-
tent, conscious person to family and friends without express con-
sent. HALCO has argued that provisions such as those reproduced Protection Act, a person who

Health Information Act and
the British Columbia
Personal Information

above are excessively broad and jeopardize the privacy of people holds personal health
with HIV/AIDS 32 Given the extensive triage and admittance pro- information may disclose that
cedures that patients already go through when they are admitted to information without the

hospital or an emergency department, it is not an unreasonable bur-
den to place on custodians that they be required to ask patients if the
hospital can give out information to callers seeking to know their
status or whereabouts within a facility.

consent of the individual if
the disclosure is for the
purpose of contacting a

Where a person is not competent, a substitute decision-maker relative or friend of an
(whether appointed by law or under a power of attorney or a living individual who is injured,
will) may need to know the incapacitated patient’s HIV status in incapacitated, or ill.

order to make an informed choice between treatment options. The
Health Information Protection Act of Saskatchewan provides that a trustee may release
health information “to a person who, pursuant to The Health Care Directives and Substitute
Health Care Decision Makers Act, is entitled to make a health-care decision, as defined in
that Act, on behalf of the subject individual, where the personal health information is
required to make a health care decision with respect to that individual.”32* At a minimum,
other health information privacy statutes should follow the Saskatchewan Act and refer to the
relevant legislation on substitute medical decision-making, where such legislation exists.
Two further restrictions should be incorporated into clauses in health information
privacy legislation that permit disclosure under substitute-decision legislation. First, the
custodian of the information must be satisfied that the patient’s incapacity will be suffi-
ciently long-lasting that the treatment decision must be made by the substitute decision-
maker. Second, any disclosure of information should be limited to only that information
required by the substitute decision-maker. For example, if the treatment decision is one
where the patient’s HIV status is not clinically relevant to the treatment decision, it should
not be disclosed to the substitute decision-maker.

RECOMMENDATION

Provincial and territorial governments should ensure that legislation prohibits custo-
dians from disclosing any personal health information, or information that may
reasonably reveal a person’s health information, to family and friends without that
person’s consent.
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Where a treatment decision needs to be made on behalf of an incompetent person,
legislation should permit custodians to disclose that person’s health information only
to a substitute decision-maker. Furthermore, the legislation must limit disclosure to
only that information relevant to the treatment decision at hand.

Disclosure by health-information custodians
for the purposes of health research

The disclosure of health information without consent for the purposes of health research is
a contentious issue. Those who oppose obtaining patient consent to use existing health infor-
mation argue that important medical research may not be conducted if time-consuming
and cumbersome authorization procedures are imposed on the academic and scientific
community. It is argued that “rules that might marginally enhance patient privacy” do so at
a “potentially steep cost to public health.”32* Sometimes it may be difficult or impossible to
obtain the consent of a patient who has moved to another jurisdiction or who has died.
Population-health researchers argue that the public interest in the resulting research would
be seriously compromised if consent were required, as some people would choose not to par-
ticipate and the results would as a result not accurately reflect the entire population.32
Kulynch and Korn explain the public interest as follows:

Recorded clinical information has for generations been the basis for advancing
our understanding of diseases and assessing the effectiveness of new therapies
and preventive strategies. Every person who seeks medical care is a direct bene-
ficiary of the knowledge and insights gained from studies involving other per-
sons with similar disorders.2

Others take the position that data on the health of an individual should not be disclosed
without his or her informed consent and that only anonymous health information should be
disclosed to third parties for research purposes.3?” As stated by Annas:

Public support of medical research really is a function of public trust. Providing
meaningful protection of privacy of medical records in research is an important
goal in its own right and will also increase public trust in the entire medical-
research enterprise.

The provincial health information privacy statutes contain provisions that allow custodians
to release health information for research purposes if specified conditions are met. Under
The Health Information Protection Act of Saskatchewan, a trustee of information requires
the consent of the individual before information can be disclosed for research purposes.3
The consent may be sought only after the trustee is of the opinion that the research is in the
public interest, has been approved by an ethics committee, and the researcher has entered
into an agreement about the use, storage, return, and/or destruction of the information.3
Exceptionally, a trustee can authorize research “where it is not reasonably practicable for the
consent of the subject individual to be obtained.33t

In Manitoba, The Personal Health Information Act recognizes two committees that have
authority to approve health research: the health information privacy committee and an
institutional research review committee.33 Important restrictions are placed on the power of
the Manitoba committees to approve research projects: the research must be of sufficient
importance to outweigh the intrusion into privacy that would result from the disclosure of
personal health information; the purpose cannot reasonably be accomplished unless the per-
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sonal health information is provided in a form that identifies or may identify individuals; it
is unreasonable or impractical for the person proposing the research to obtain consent from
the individuals the personal health information is about; and the research project contains
reasonable safeguards to protect the confidentiality and security of the personal health infor-
mation, and procedures to destroy the information or remove all identifying information at
the earliest opportunity consistent with the purposes of the project.33 The British Columbia
Personal Information Protection Act contains many of the same conditions, but does not
require an organization conducting research to go to a review committee.3

The Alberta Health Information Act and the Draft Ontario Privacy of Personal
Information Act, 2002 provisions on health research are the most detailed. The Alberta and
Ontario provisions are based on the Tri-Council Policy Statement, Ethical Conduct for
Research Involving Huma#® In order for a health information custodian to release the per-
sonal health information of a patient to a researcher under the Alberta legislation and the
draft Ontario bill, a research ethics board must approve the proposed research.33 In any con-
sideration of a research plan, the research ethics board must consider:

« whether it is necessary to use personal health information without consent in order to
accomplish the objectives of the research;

 whether, at the time the research is conducted, adequate safeguards will be in place to
protect the privacy of the individuals to whom the personal health information relates
and to preserve the confidentiality of the information;

» whether the researcher is qualified to conduct the research that is the subject of the
plan;

« the degree of risk to the individuals whose personal health information is being dis-
closed and whether the researcher has a methodology to mitigate those risks; and

« the public interest in conducting the research and the public interest in protecting the
privacy of the individuals whose personal health information is being disclosed.3

The research ethics board is required to assess the public interest in conducting the research
and the public interest in protecting the privacy of the individual. In making this determina-
tion, the research ethics board is to consider the extent to which the research is likely to:

« assist in the identification, prevention, or treatment of illness or disease;

« further scientific understanding of the medical condition;

« further health protection and health promotion; and improve the delivery of health
services.33

Both the Alberta legislation and the draft Ontario bill require a researcher to enter into an
agreement with the health information custodian.® Finally, under the draft Ontario bill the
research ethics board’s power to approve research is subject to two further limitations. First,
the board shall refuse to approve a research plan if de-identified information could be used
for the research purposes instead of personal health information.3* Second, if the personal
health information is likely to be published or “otherwise disclosed,” the research ethics
board shall refuse to approve the research plan unless the individual whose information is
subject to disclosure consents to the transmission of such information.3+

Ontario’s Information and Privacy Commissioner has proposed further limitations on the
power of research ethics boards to assess whether disclosure of personal health information
without consent should be permitted. In determining whether it is reasonably practical for
the researcher to obtain consent, the research ethics board should consider:
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« the size of the population involved in the research;

« the proportion of individuals who are likely to have moved or died since the personal
health information was originally collected;

« the risk of introducing potential bias into the research, thereby affecting the generaliz-
ability and validity of the results;

« the risk of creating additional threats to privacy by having to link personal health infor-
mation with other personal information in order to contact individuals to seek their
consent;

« the risk of inflicting psychological, social, or other harm by contacting individuals
with particular conditions or in certain circumstances;

* the difficulty of contacting individuals directly when there is no existing or continuing
relationship between the organization and the individuals;

« the difficulty of contacting individuals indirectly through public means, such as
advertisements and notices; and

 whether the additional resources needed to obtain consent will impose an undue
hardship on the organization.3+2

The Information and Privacy Commissioner of Ontario criticized the draft Ontario bill for
failing to prohibit a researcher from directly contacting the person whose information
is sought: “Having the custodian authorize contact does not provide
sufficient privacy protection. Such a scheme unnecessarily restricts
the individual’s control over his or her personal health informa-
tion.”*# The Commissioner took the position that the health custo-
i dian must obtain the individual’s consent prior to any contact
regulate research ethics between the researcher and the individual. The former federal
boards. Privacy Commissioner proposed that the draft Ontario bill be
amended to prohibit anyone except a physician or primary health-
care provider from contacting a patient.3 Both the Alberta Health
Information Act and The Personal Health Information Act of Manitoba require a trustee to

obtain the person’s consent before a researcher can contact that person.3+
Existing and proposed health information privacy legislation do not adequately
regulate research ethics boards. Neither PIPEDA nor the provincial health information
privacy legislation set out rules for the composition of research ethics boards or the qualifi-
cations of members. This raises the question of whether board members lack the training to
properly fulfill the responsibilities assigned to research ethics boards by legislation.
Legislative provisions regulating research and research ethics boards is needed, whether
within health information privacy legislation or in a separate statute designed for that

purpose.

Existing and proposed health
information privacy
legislation do not adequately

RECOMMENDATION

Provincial and territorial governments should ensure that legislation prohibits a
custodian from disclosing personal health information of a person with HIV/AIDS
for the purposes of health research if de-identified information will serve the
research purpose.

Legislation should prohibit contact between the researcher of a study approved
by a research ethics board and the person whose medical information is sought
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unless the consent of the patient/client has first been obtained by the custodian hold-
ing the information.

Legislation should require that a research plan be submitted for approval to a
research ethics board before health information can be disclosed without consent for
the purposes of research. The legislation should prescribe the composition of the
research ethics board and the qualifications and training of the board members. The
legislation should also state the factors to be considered by the research ethics board in
deciding whether it is reasonably practical for the researcher to obtain consent, and
this should reflect the expert advice of privacy commissioners.

Legislation should require that the research ethics board assess the public interest
in conducting the research and the public interest in protecting the privacy of the per-
son with HIV/AIDS. In making this determination, the research ethics board should
consider the extent to which the research is likely to:

assist in the identification, prevention, or treatment of illness or disease;
further scientific understanding of the medical condition;

further health protection and health promotion; and

improve the delivery of health services.

PwnE
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Legislative Remedies for
Breach of Confidentiality

It has been argued that without effective remedies under provincial health infor-
mation privacy legislation, people living with HIV/AIDS will have no real recourse
for breaches of their confidentiality.?* Therefore, it is important that remedies
under legislation that protects personal health information are accessible and
effective. This chapter briefy reviews the extent to which effective remedies exist
for the improper use, collection, and disclosure of personal health information.
The accessibility of these remedies for people living with HIV/AIDS will be
discussed.The recommendations made in this chapter are aimed at:

I. ensuring that effective remedies for improper disclosure of personal health
information are accessible to people living with HIV/AIDS; and

2. ensuring that remedies and enforcement powers serve as deterrents to the
improper disclosure of personal health information of people living with
HIV/AIDS.

The remedial provisions contained in PIPEDA reflect a commitment to the
protection of privacy and confidentiality interests. In general, PIPEDA’s remedial
provisions are equal to or exceed the remedial provisions in provincial health
information privacy legislation. Provincial health information privacy legislation
must include remedial provisions that offer privacy protections at least as great as
those found in PIPEDA, except where existing provincial protections are stronger.

RECOMMENDATION

Federal, provincial, and territorial governments should ensure that legislation contains
effective and accessible remedies to address the improper disclosure of the personal
health information of people living with HIV/AIDS. These remedies should deter the
improper disclosure of personal health information of people living with HIV/AIDS.
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Initiating a complaint

Laws that protect personal health information must contain mandatory provisions requiring
the commissioner/ombudsman to conduct public education. Commissioners/ombudsmen
must have staff trained to provide education to people about the rights and the remedies
available to them under health information privacy legislation. For example, under PIPEDA,
the federal Privacy Commissioner is required to “develop and conduct information programs
to foster public understanding” and to promote recognition of the statute’s purposes.®” Only
the Saskatchewan statute contains a similar provision, but the language is permissive rather
than mandatory.3#8 The provincial commissioners/ombudsmen should have the same respon-
sibility regarding education as their federal counterpart. They should be required to develop
education programs to inform the public about the existence of, and rights under, health
information privacy legislation, the complaints process, and the remedies available for
breaches of the legislation. Particular efforts should be made to target education to those for
whom disclosure of personal health information may have particularly serious conse-
quences, as is often the case for people living with HIV/AIDS and those segments of the pop-
ulation least likely to complain because of other systemic barriers.

Health information privacy legislation must respect, protect, and fulfill the rights of peo-
ple living with HIV/AIDS. To this end, legislation must encourage people to seek remedies
for the improper disclosure of their personal health information. The remedies provided must
be accessible to people living with HIV/AIDS. This will only be the case if the complaints
process does not create practical or legal obstacles to initiating and proceeding with a
complaint. This section will briefly review each potential obstacle, including:

* restrictions on the form the complaint must take;

* lack of help for filing a complaint;

« fees charged to file a complaint;

« limitation periods for filing a complaint; and

« the power to dismiss a complaint without an investigation.

Help filing complaints

Legislators at both the federal and provincial levels should broaden the manner in which
complaints can be initiated. People must be able to file a complaint using means other than
in writing, or be given the assistance to put a complaint in writing. Some may not be able to
read or write English or French, or may not be able to properly express themselves and artic-
ulate their complaint in writing in a language other than their
mother tongue. Disabilities that impair written communication
may also pose a barrier to people filing written complaints — for
example, a visually impaired person who reads and writes
Braille. Individuals ought to be permitted to initiate a complaint

by audiotape, videotape, or electronically, and/or be provided imposed on persons who
with assistance in filing a complaint in a format that can be seek redress for breaches
processed by an ombudsman or commissioner. of confidentiality.
Fees

As a basic principle of access to justice, payment of a fee should not be imposed on persons
who seek redress for breaches of confidentiality. The payment of a fee will serve as a barri-
er for those individuals who have a limited or no income, such as people who receive social
assistance, other government benefits, or people who are homeless. The imposition of a pay-
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ment may be onerous for many people living with HIV/AIDS, due to the financial losses that
frequently accompany a chronic medical condition.

Limitation periods

Another potential obstacle to redress is the limitation periods imposed by health information
privacy legislation for filing complaints. A limitation period is a certain period of time
allowed by a statute for taking action or enforcing rights. Limitation periods establish not
only the period of time during which an action must be taken, but also set out when the peri-
od begins to run. Legislation may also grant the power to extend the period of time allowed
for taking action or enforcing rights, and set out the criteria for when time should be extend-
ed. Given the public policy goals that underpin health information privacy legislation, the
limitation periods for filing complaints should be at leastas long as the limitation periods set
out under provincial legislation that establishes a cause of action for invasion of privacy,
which is two years.®* The limitation period should start running no sooner than the time at
which the person knows or ought reasonably to have known of the unauthorized use or dis-
closure of his or her health information.

The flexibility to extend the period of time for filing a complaint should exist in all provin-
cial statutes. Because of the nature of HIV-disease progression, people living with
HIV/AIDS may experience periods of severe illness and/or depression followed by periods
of relative good health. When a complainant discovers an unauthorized disclosure, he or she
may be too ill to file a complaint and may be unable or unwilling to do so for some time.
Legislation should explicitly permit an extension of the limitation period due to illness,
incapacity, or other reasonable circumstances. Arguably, a limitation period that prevents a
person from filing a complaint because of disability discriminates against people living with
HIV/AIDS due to their disability, and is contrary to the equality rights guaranteed by the s 5
Charter equality guarantee. In such circumstances, a number of courts have extended the lim-
itation period relying on s 15 of the Charter.5° Finally, a person whose rights under health
information privacy legislation have been breached may not be aware of the remedies avail-
able under the legislation, and pursue in good faith remedies under other legislation, such as
legislation regulating health professionals. People should not be penalized for attempts made
in good faith to seek redress under other legislation.

RECOMMENDATION

Provincial and territorial governments should ensure that legislation makes it manda-
tory for the commissioner/ombudsman to develop education programs to inform the
public about the existence of, and rights under, legislation that protects personal health
information. Education programs should include information about the complaints
process and the remedies available for statutory breaches.

Federal, provincial and territorial governments should ensure that legislation:

1. requires the commissioner/ombudsman to make trained staff available to
explain and to assist people with HIV/AIDS with the procedure to initiate a
complaint for violation of the statute;

2. gives individuals the option of filing a complaint by means of audiotape or
videotape as well as in written form;

3. does not require the payment of a fee in order to initiate a complaint with a
commissioner/ombudsman for breach of the statute; and

Privacy Protection and the Disclosure of Health Information



4. provides the commissioner/ombudsman with discretion to extend the limita-

tion period for filing a complaint, and explicitly permit an extension of the
limitation period where illness or incapacity is the reason for the delay in
filing.

The limitation period for filing a complaint should be at least two years, and should

only begin to run when the individual knows or ought reasonably to have known that

his or her privacy rights have been breached.

Obligation of the commissioner/ombudsman
to investigate complaints

Some provincial statutes grant discretion to the privacy commissioner to determine whether a
complaint should be investigated, and dismiss complaints that are frivolous or vexatious or
should have been brought under another piece of legislation.st This is commonly referred to
as “screening.” This is in contrast to PIPEDA, which requires that the federal Privacy
Commissioner conduct investigations of complaints that have been filed.®2 In order to ensure
that health professionals, employers, insurance companies, and other institutions respect the
dignity and privacy of people with HIV/AIDS, it is important that the complainant have the
right to an investigation by the body or the official that has been designated by the
province/territory or federal government to oversee compliance with the statute and that has
the necessary expertise in this area of law. Legislation should take into account the fact that a
complaint may not appear to have merit on its face because of linguistic, cultural, education-
al, or disability-related barriers posed by the complaints process. The ability of a commission
to “screen out” complaints should be subject to strict limits to ensure that the screening
process does not become a tool to deal with backlogs or underfunding of commissions by
government. As a minimum standard, an ombudsman or commissioner should only have the
power to dismiss “patently” frivolous or vexatious complaints and the legislation should
establish criteria for what constitutes a frivolous or vexatious complaint.

RECOMMENDATION
Provincial and territorial governments should ensure that legislation requires the

commissioner/ombudsman to investigate all complaints, unless they are “patently”

frivolous or vexatious. The legislation should establish criteria for making this
determination.

Powers of investigation and reporting

The granting of broad powers to a privacy commissioner/ombudsman to investigate breach-
es of privacy is important both to assessing the seriousness and extent of the breach and to
determining the remedies available to the complainant. PIPEDA contains broad investigato-
ry powers.® The federal Privacy Commissioner and his delegates have the authority to enter
business premises, to review and make copies of documents, to conduct interviews, and to
make “any inquiries that the Commissioner sees fit.”3 The Commissioner also has the
authority to summon and enforce the appearance of individuals before him to give evidence
under oath; it is not necessary that the testimony or the records submitted satisfy the
evidentiary rules required in a court of law.3s Under legislation in Alberta, British Columbia,
Saskatchewan, Manitoba, and Québec, the ombudsman or privacy commissioner has the
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authority to compel witnesses to testify, while that power does not exist in the draft Ontario
legislation.3®
The time frame in which the investigation of the complaint is to be completed and a report
prepared by the ombudsman or privacy commissioner varies. For example, the Manitoba
Personal Health Information Act states that the investigation and
Remedies must be timely in report should be completed within 45 days after the complaint is
order to preserve the filed if it concerns access to information, and within 90 days “if it
confidence of people living is about privacy.”*” The Ombudsman, however, has discretion to
with HIV/AIDS in the system extend the time period.®®® Under PIPEDA the federal Privacy
Commissioner has one year from the date the complaint is filed (or
initiated by the Commissioner) to prepare the report and send it
“without delay” to the parties.®*
privacy of their personal Remedies must be timely in order to preserve the confidence of
health information. But time  people living with HIV/AIDS in the system that has been given
limits set out in legislation are the mandate to protect the privacy of their personal health infor-
unlikely to be met unless the ~ Mmation. But time limits set out in legislation are unlikely to be met
unless the oversight body has the necessary resources and staff.
Ninety days is a reasonable maximum time period for response by
way of report from the commissioner/ombudsman, with the dis-
cretion to extend the 90-day period only in exceptional circum-
stances. Federal and provincial governments must provide the commissioner/ombudsman
with sufficient resources to meet this time limit.

that has been given the
mandate to protect the

oversight body has the
necessary resources and staff.

RECOMMENDATION

Provincial and territorial governments should ensure that legislation gives the
commissioner/ombudsman broad statutory powers to investigate complaints, including
the authority to conduct audits, to compel the production of records, and to require
persons to give testimony.

Federal, provincial, and territorial governments should establish in legislation 90
days as the time within which the commissioner’s/lombudsman’s report on a complaint
should be released. Discretion to extend this time should be available only in excep-
tional circumstances. Governments must provide the commissioner/ombudsman the
financial resources needed to accomplish this.

Power to issue recommendations and make orders

Under PIPEDA and the British Columbia Personal Information Protection Act, a commis-
sioner may attempt to resolve complaints by means of dispute resolution mechanisms such
as mediation and conciliation.3® Under the draft Ontario bill, the commissioner is also given
the power to attempt to resolve a complaint through mediation.®! Significantly, these statutes
do not state whether the mediation or conciliation is voluntary or mandatory.

Any mediation of complaints must be voluntary. An inequality of bargaining power
between complainants and custodians will likely exist in the mediation process, usually to
the detriment of the complainant. An organization, health-care professional, or hospital
official will likely have access to, or be accompanied at the mediation by, legal counsel who
may possess a sophisticated understanding of the legislation, whereas a complainant may not
have similar access to legal advice or representation. This unequal bargaining power may
result in a settlement that does not adequately redress the person for past breaches of confi-
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dentiality, or adequately protect the person from future breaches. Therefore, mediation
should be offered, but not imposed, on a party who has filed a complaint under health infor-
mation privacy legislation.

With the exception of Alberta’s Health Information Act and British Columbia’s Personal
Information Protection Act, provincial legislation applicable to personal health information
does not provide the commissioner and ombudsman with adequate powers to effectively
address violations. Under the Manitoba and Saskatchewan statutes,®? the commissioner/
ombudsman can only “recommend” to a health-care custodian or organization guilty of
breaching the statute that the custodian or organization “cease or modify a specified practice
of collecting, using, disclosing, retaining or destroying personal health information” and
“destroy a collection of personal health information that was collected in a manner contrary
to this Act” This is also the case under PIPEDA.3 Similarly, the federal Privacy
Commissioner lacks the authority to issue an order requiring an organization to cease the
wrongdoing, or to disclose or retrieve the personal information of the individual 3% However,
the federal Privacy Commissioner does have the authority to make an application to the
Federal Court under certain circumstances on any matter relating to the Commissioner’s
report concerning a complaint.3¢

In contrast, under the Alberta Health Information Act, the Commissioner has the power
to make a final order against a health-care custodian who has infringed the statute. The
Commissioner can:

* require that a duty imposed by this Act or the regulations be performed,;

* require a person to stop collecting, using, disclosing or creating health information in
contravention of this Act;

* require a person to destroy health information collected or created in contravention of
this Act.360

The Commissioner is also authorized to impose any terms or conditions in the order consid-
ered to be appropriate.®” The order of the Commissioner is final* and a copy of the order
may be filed with the Court of Queen’s Bench, at which time it is enforceable as an order or
judgment of that court.3® The Commissioner’s order is subject to judicial review; the appli-
cation must be made within 45 days after the party receives the report.3”

The British Columbia Personal Information Protection Act has sections similar to those
in the Alberta legislation. In an order, the Commissioner can:3"

* require an organization to stop collecting, using, or disclosing personal information in
contravention of the Act;

e require an organization to destroy personal information collected in contravention of
the Act; and

« specify any terms or conditions in the order.

Where provincial legislation does allow a commissioner to issue orders, it also imposes fines
on people found guilty of failing to comply with a commissioner’s order. Under the Alberta
legislation, a person who knowinglyfails to comply with an order made by a commissioner
is guilty of an offence and liable to pay a fine of up to $50,000.372 Under the British Columbia
legislation and Ontario draft legislation, there is no requirement that the person act know-
ingly. The British Columbia legislation imposes fines of up to $10,000 for an individual or
$100,000 for a person other than an individual,3”® while the draft Ontario law sets the fines
at up to $50,000 for an individual or $250,000 for a person other than an individual 3

Legislative Remedies for Breach of Confidentiality
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Under The Personal Health Information Act of Manitoba, the Ombudsman has the author-
ity, unless the complainant objects, to forward his or her report to “a body with statutory
authority to regulate health professionals.”’s”> This power can be used to ensure that the
authority that licenses and regulates a particular health professional is aware of any breach-
es of confidentiality. The complaints, competence, and disciplinary functions of the self-
governing profession (eg, the College of Physicians and Surgeons, the College of Nurses, the
College of Dentists, the College of Physiotherapists) can take measures against the health
professional as appropriate.

Another power aimed at securing compliance with the legislation is publicizing the
improper practices of an organization. Under PIPEDA the federal Privacy Commissioner has
the authority, if he or she considers it to be in the public interest, to publicize the personal
information management practices of an organization.3® A former federal Privacy
Commissioner has referred to this as the “power of embarrassment.”s” In addition, the
Privacy Commissioner can include in his or her annual report submitted to Parliament the
findings of an audit of an organization’s practices.?

RECOMMENDATION

Provincial and territorial governments should ensure that legislation grants the com-
missioner/ombudsman the power to issue an order, with terms and conditions he or she
deems appropriate, to an organization or individual that is collecting, using, or dis-
closing health information in contravention of the legislation.

Federal, provincial, and territorial governments should ensure that legislation
includes only voluntary mediation and conciliation as means to settle a complaint.

Provincial and territorial governments should ensure that people who cannot
otherwise afford it are eligible to receive provincially funded legal advice and repre-
sentation in pursuing complaints under health information privacy legislation.

Federal, provincial, and territorial governments should provide the commissioner/
ombudsman with the authority to forward the findings in the report to a body that
licenses or certifies a health professional or service provider, provided the consent of
the complainant is obtained before doing so.

Quasi-criminal offences and prosecutions

Quasi-criminal offences are also known as regulatory offences. Quasi-criminal offences seek
to punish individuals and corporate bodies who infringe non-criminal laws. The imposition
of a fine or a term of imprisonment on an individual, or a substantial fine for a corporation,
may deter individuals and organizations from breaching the privacy of people living with
HIV/AIDS. Some provincial statutes provide that a person or corporation may be subject to
prosecution for violating provisions in the statute.3” If the prosecution is successful, the
person found guilty of the offence may be subject to a fine and/or imprisonment. In
Saskatchewan, no prosecution shall be commenced except with the express consent of the
Attorney General .28 The power to initiate quasi-criminal prosecutions should not be reserved
for government. There may be situations where the government is unwilling or unable to ini-
tiate a prosecution, even in the face of overwhelming evidence of a breach of the statute. In
that situation, the health information privacy legislation should include provisions empow-
ering both the government and individuals to initiate quasi-criminal prosecutions for viola-
tions of the statute.
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RECOMMENDATION

Federal, provincial, and territorial governments should ensure that legislation provides
both governments and individuals with the power to initiate quasi-criminal prosecu-
tions against individuals or organizations for breaches of health information privacy
legislation.

Non-retaliation clauses In order to encourage

To help protect people living with HIV/AIDS from improper use or individuals to report
disclosures of personal health information, it is important that staff - preaches of privacy of people
in an Qrganlzatlon, hospltal,_ or gove_rnmer_lt aware _of b_reaches or i ng with HIV/AIDS, a “non-
potential breaches of health information privacy legislation be able
to report these acts to the appropriate authority with protection i i .
against retaliation. Without these safeguards and protections, the ~included in private and public
commissioner/ombudsman may not learn of the violations and sector health information
consequently will not be able to take the needed measures to pre- privacy legislation.
vent the disclosure of this sensitive and personal information of

people living with HIV/AIDS.

In order to encourage individuals to report breaches of privacy of people living with
HIV/AIDS, a “non-retaliation clause” should be included in private and public sector health
information privacy legislation. Employers should be prohibited from taking adverse actions
against an employee who:

retaliation clause” should be

1. in good faith, reports a perceived violation of the statute to the Privacy
Commissioner;

2. refuses to commit a violation of the statute; or

3. acts to prevent a breach of the statute.

PIPEDA, Manitoba,®! and Alberta®? legislation and the draft Ontario bill contain these
types of provisions. PIPEDA encourages individuals to report breaches of the statute by
assuring individuals, upon request, that the Privacy Commissioner will not disclose their
identity.3%

RECOMMENDATION

Provincial and territorial governments should ensure that legislation protects employ-
ees against retaliatory acts by employers when an employee in good faith reports a
breach of a health information privacy statute, refuses to violate a statutory provision,
or takes action to prevent a breach of the statute.

Access to the courts and the availability of damages

Given the significance of the interests at stake, people living with HIV/AIDS whose privacy
has been violated or confidentiality breached in contravention of privacy legislation should
be able to go to court and sue for damages. PIPEDA offers complainants this access. Under
PIPEDA, a complainant, upon receiving a Commissioner’s report, may apply to the Federal
Court Trial Division “for a hearing in respect of any matter in respect of which the complaint
was made or that is referred to in the Commissioner’s report.”3 The Federal Court has broad
remedial powers under PIPEDA..3 In addition to any other remedies it may give, the Federal
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Court may “award damages to the complainant, including damages for any humiliation that

the complainant has suffered.”s” PIPEDA’s remedial provisions empower the Federal Court

to award compensatory damages (including aggravated damages), punitive damages, and
injunctive relief .38

A number of provincial statutes give people limited access to a court to recover damages.

The British Columbia Personal Information Protection Act allows a person to sue for dam-

ages in court, subject to two limits not found in PIPEDA. First, only organizations can be

sued. Second, a person can only sue to recover damages for actual harm resulting from a

breach of the Act. A person affected by an order can sue an organi-

A person with HIV/AIDS zation for breach of the act once a commissioner’s order becomes

final .28 A person can also sue where an organization has been found

guilty of an offence under this Act.3® Under the Saskatchewan Act,

a person cannot start a lawsuit in civil court when the Act has been

whose health information has
been disclosed contrary to

legislation should have breached. A person can only appeal an information trustee’s deci-
recourse to the courts for sion to follow, or not to follow, a recommendation of the informa-
the full range of damages tion commissioner.®t Where the court determines that an informa-
available in a common law tion trustee has contravened the Act, it has a broad remedial power
tort action. to “make any order it considers appropriate.”32 This power could

include the power to award damages. The draft Ontario Privacy of

Personal Information Act, 2002, permits individuals to bring a court
action for damages for harm suffered as a result of the breach of a provision under the Act.
However, damages are limited to compensatory damages for “actual harm” experienced.

A person with HIV/AIDS whose health information has been disclosed contrary to legis-
lation should have recourse to the courts for the full range of damages available in a com-
mon law tort action. Historically, under the direct intentional torts of battery, assault, and
false imprisonment, proof of harm was unnecessary because the purpose of these torts is to
protect the plaintiff’s security interests, as well as the tranquility expected in a well-ordered
society.33 It is only by doing so that damage awards will fulfill the important public policy
objectives of restitution and deterrence, as required by the circumstances of a particular case,
reflecting the severity of the breach, the loss, and the actions and motivations of the person
who breached the statute.

RECOMMENDATION

Provincial and territorial governments should ensure that legislation permits a person
living with HIV/AIDS to initiate a civil action in court where his or her privacy has
been violated or confidentiality breached in contravention of legislation. The courts
should have the authority to award damages without proof of harm, and should be able
to award compensatory and punitive damages as well as injunctive and declaratory
relief.
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Conclusion: Time to Act -
An Opportunity for Change

In 1990, the Parliamentary Ad Hoc Committee on AIDS endorsed the importance of
protecting information about HIV test results and HIV status, and agreed that legislation
should be reviewed, and amended where necessary, to ensure this.2* In addition, it urged that
more attention be given to the enforcement of existing legislation.® In 2003, Canadian law
still does not adequately protect the health information of people living with HIV/AIDS.
Common law and statutory tort actions to protect privacy are not well developed. Both the
federal and a number of provincial governments have enacted, or have proposed, legislation
that applies to health information. Many of the discretionary disclosure clauses in these acts
are overbroad and threaten the privacy rights of, and confidentiality obligations owed to, peo-
ple living with HIV/AIDS. The remedial provisions in health information privacy legislation
do not inspire confidence that people living with HIVV/AIDS will be able to access effective
remedies for improper use or disclosure of their health information. And the enforcement
provisions do not adequately deter future violations of the privacy rights contained in health
information protection legislation.

This report has reviewed and analyzed health information privacy legislation. It makes
recommendations for law reform that promote the legal and ethical values that underpin the
privacy rights and confidentiality interests that people living with HIV/AIDS have in their
health information. It also recommends that governments adequately fund the administrative
bodies mandated to oversee the protection of personal health information so that they can
fulfill their mandate.

Legislation in and of itself is an inadequate means of protecting the privacy of people liv-
ing with HIV/AIDS. Therefore, this report recommends that the mandate of administrative
bodies should include the development of education programs to inform the public about
the existence of and rights under health information privacy legislation, the complaints
process, and the remedies available for statutory breaches. It also recommends that
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provincial governments make legal aid available to people pursuing complaints under

health information privacy legislation.
Confidentiality of health information is fundamental to the preservation of the ethical
values of autonomy, dignity, and respect for the individual. People living with HIVV/AIDS
suffer discrimination as a result of the unauthorized disclosure of
o . ) their HIV status. The repercussions are legal, economic, social, and
Legislation in and of itself s sychological. The time is long overdue for legislators and policy-
an inadequate means of makers to put in place legislation and policies that protect the priva-
protecting the privacy of cy rights of people living with HIV/AIDS. In doing so, legislators
people living with HIV/AIDS. and policymakers must recognize the fundamental interests people
living with HIV/AIDS have in the privacy of their health informa-
tion, and their responsibility to enact laws and encourage policies
that protect those fundamental interests. A lawyer who practises in a legal clinic exclusively
serving the needs of people living with HIV/AIDS has summarized the challenges, and
potential gains, that await legislators, community-based organizations, and people living

with HIV/AIDS:

This is an exciting time for privacy in Canada. The legislative initiatives current-
ly underway are an opportunity to alter the public discourse around HIVV/AIDS
and to slowly change what it is like to live with HIV in this country. It is my hope
and belief that we should engage with the legislative process and work to make
these new laws as effective as we collectively can. As the former Privacy
Commissioner [of Canada] has stated: “Privacy will be the defining issue of this
decade.”s%
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Summary of Recommendations

The recommendations in this report call on governments take steps to ensure
that legislation protects the personal health information of people living with
HIV/AIDS.To comply with the recommendations, some provincial and territorial
governments must enact new legislation. In provinces where legislation exists,
governments will have to amend legislation.

Discretionary disclosure clauses

Only in exceptional and circumscribed situations should legislation permit a custodian or
trustee to disclose health information without the express and informed consent of a person
living with HIV/AIDS.

Federal, provincial, and territorial governments should ensure that legislation that applies
to personal health information provides at least the protections for personal health informa-
tion afforded under the Charter and at common law.

Purpose of legislation

Provincial and territorial governments should ensure that legislation regarding personal
information protection includes a preamble or purpose clause setting out a consistent and
principled approach to the protection of health information.

Legislation that protects the privacy of personal information must recognize the particu-
lar importance of protecting health information, and should contain a preamble or purpose
clause setting out a consistent, client-based, and principled approach to the protection of
personal information.

Guiding principles
Federal, provincial, and territorial governments should ensure that legislation limits the cir-
cumstances in which health information of a person is disclosed without consent. Legislation
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must also include principles and practices that must be followed where personal health
information is going to be disclosed without consent:

1. the custodian of health information must take measures to ensure that the
information is as complete and accurate as possible prior to the disclosure of the
information;

2. all disclosures without consent must be limited to “de-identified” information if that
will serve the purpose for which it is transmitted;

3. the disclosure must be limited to the minimum amount necessary to accomplish the
purpose for which the information is transmitted;

4. the custodian should make best efforts to inform the person with HIVV/AIDS of the
anticipated disclosure of his or her personal information and attempt to seek consent
to the disclosure;

5. the custodian must maintain a record of every transmission of health information to
a third party;

6. the statutory list of permitted disclosures without consent should be exhaustive; gov-
ernment officials should not be authorized to add by regulation further
circumstances in which information can be disclosed without consent;

7. the health information privacy statute should prevail unless another enactment pro-
vides more protection to persons living with HIVV/AIDS.

Ethical responsibilities of health-care professionals

Health-care-profession regulating bodies and associations should educate and inform
their members about the duty of confidentiality owed to patients, and about the effect of
discretionary disclosure clauses in health information protection legislation on the duty of
confidentiality. Specifically, they should advise their members that discretionarydisclosure
clauses (ie, clauses that permit disclosure) do not require the disclosure of confidential
patient information.

Investigations and court proceedings

Federal, provincial, and territorial governments should ensure that legislation does not give
people who hold health information the discretion to disclose that information in investiga-
tions and court proceedings.

Preventing harm to third parties

Provincial and territorial governments should ensure that discretionary disclosure clauses in
provincial legislation aimed at preventing harm to third parties reflect the principles enunci-
ated by the Supreme Court of Canada in Smithv Jones Disclosure should only be permit-
ted where there is a clear and imminent threat of serious bodily harm or death to an identifi-
able person or group.

Family and friends

Provincial and territorial governments should ensure that legislation prohibits custodians
from disclosing any personal health information, or information that may reasonably reveal
a person’s health information, to family and friends without that person’s consent.

Where a treatment decision needs to be made on behalf of an incompetent person,
legislation should permit custodians to disclose that person’s health information only to a
substitute decision-maker. Furthermore, the legislation must limit disclosure to only that
information relevant to the treatment decision at hand.
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Health research

Provincial and territorial governments should ensure that legislation prohibits a custodian
from disclosing personal health information of a person with HI\VV/AIDS for the purposes of
health research if de-identified information will serve the research purpose.

Legislation should prohibit contact between the researcher of a study approved by a
research ethics board and the person whose medical information is sought unless the consent
of the patient/client has first been obtained by the custodian holding the information.

Legislation should require that a research plan be submitted for approval to a research
ethics board before health information can be disclosed without consent for the purposes of
research. The legislation should prescribe the composition of the research ethics board and
the qualifications and training of the board members. The legislation should also state the
factors to be considered by the research ethics board in deciding whether it is reasonably
practical for the researcher to obtain consent, and this should reflect the expert advice of
privacy commissioners.

Legislation should require that the research ethics board assess the public interest in
conducting the research and the public interest in protecting the privacy of the person with
HIV/AIDS. In making this determination, the research ethics board should consider the
extent to which the research is likely to:

1. assist in the identification, prevention, or treatment of illness or disease;
2. further scientific understanding of the medical condition;

3. further health protection and health promotion; and

4. improve the delivery of health services.

Legislative remedies for breaches of confidentiality

Federal, provincial, and territorial governments should ensure that legislation contains
effective and accessible remedies to address the improper disclosure of the personal
health information of people living with HIV/AIDS. These remedies should deter the
improper disclosure of personal health information of people living with HIVV/AIDS.

Initiating a complaint
Provincial and territorial governments should ensure that legislation makes it mandatory for
the commissioner/ombudsman to develop education programs to inform the public about the
existence of, and rights under, legislation that protects personal health information.
Education programs should include information about the complaints process and the reme-
dies available for statutory breaches.

Federal, provincial, and territorial governments should ensure that legislation:

1. require the commissioner/ombudsman to make trained staff available to explain and
to assist people with HIV/AIDS with the procedure to initiate a complaint for viola-
tion of the statute;

2. gives individuals the option of filing a complaint by means of audiotape or
videotape as well as in written form;

3. does not require the payment of a fee in order to initiate a complaint with a
commissioner/ombudsman for breach of the statute; and

4. provides the commissioner/ombudsman with discretion to extend the limitation peri-
od for filing a complaint, and explicitly permit an extension of the limitation period
where illness or incapacity is the reason for the delay in filing.
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The limitation period for filing a complaint should be at least two years, and should only
begin to run when the individual knows or ought reasonably to have known that his or her
privacy rights have been breached.

Obligation to investigate a complaint

Provincial and territorial governments should ensure that legislation requires the commis-
sioner/ombudsman to investigate all complaints, unless they are “patently” frivolous or
vexatious. The legislation should establish criteria for making this determination.

Investigation and reporting

Provincial and territorial governments should ensure that legislation gives the commis-
sioner/ombudsman broad statutory powers to investigate complaints, including the
authority to conduct audits, to compel the production of records, and to require persons
to give testimony.

Federal, provincial, and territorial governments should establish in legislation 90 days as
the time within which the commissioner’sfombudsman’s report on a complaint should be
released. Discretion to extend this time should be available only in exceptional circum-
stances. Governments must provide the commissioner/ombudsman the financial resources
needed to accomplish this.

Recommendations and orders

Provincial and territorial governments should ensure that legislation grants the commis-
sioner/ombudsman the power to issue an order, with terms and conditions he or she
deems appropriate, to an organization or individual that is collecting, using, or disclosing
health information in contravention of the legislation.

Federal, provincial, and territorial governments should ensure that legislation includes
only voluntary mediation and conciliation as a means to settle a complaint.

Provincial and territorial governments should ensure that people who cannot otherwise
afford it are eligible to receive provincially funded legal advice and representation in pursu-
ing complaints under health information privacy legislation.

Federal, provincial, and territorial governments should provide the commissioner/
ombudsman with the authority to forward the findings in the report to a body that licenses or
certifies a health professional or service provider, provided the consent of the complainant is
obtained before doing so.

Quasi-criminal offences and prosecutions

Federal, provincial, and territorial governments should ensure that legislation provides both
governments and individuals with the power to initiate quasi-criminal prosecutions against
individuals or organizations for breaches of health information privacy legislation.

Non-retaliation

Provincial and territorial governments should ensure that legislation protects employees
against retaliatory acts by employers when an employee in good faith reports a breach of a
health information privacy statute, refuses to violate a statutory provision, or takes action to
prevent a breach of the statute.
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Access to courts and the availability of damages

Provincial and territorial governments should ensure that legislation permits a person living
with HIV/AIDS to initiate a civil action in court where his or her privacy has been violated
or confidentiality breached in contravention of legislation. The courts should have the
authority to award damages without proof of harm, and should be able to award compen-
satory and punitive damages as well as injunctive and declaratory relief.
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